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PROBLEM TO BE SOLVED: To provide an electronic value 
system which secures security and also improves 
performance. 

SOLUTION: An electronic bank server EBS stores an 
electronic value amount stored in an UIM 1 in a mobile 
machine MS together with an electronic value amount in 
an electronic account and updates the electronic value 
amounts in accordance with the contents of a transaction 
made by using an electronic value. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]An electronic value system which is provided with the following and characterized by 
basing said wallet balance management tool on said transaction log notified, and memorizing and 
updating balance information of said electronic value. 

Electronic account holding mechanism which is an electronic value system which manages an 
electronic value which is electronic money information, was provided in a server on a network, and 
was assigned to each of two or more users and which accumulates said electronic value for every 
electronic account. 

A memory which stores said electronic value. 

Two or more communication terminals which have a means of communication which transmits and 
receives said electronic value, and are used as said user's electronic purse between external 
nodes. 

A download means which downloads said electronic value in a memory of said communication 
terminal via said network from said electronic account holding mechanism, A wallet balance 
management tool which memorizes balance information of an electronic value which is provided on 
said network and stored in a memory of said communication terminal, and is updated, A transaction 
log reporting means which notifies a transaction log which shows the contents of dealings using 
said electronic value from said communication terminal via said network to said wallet balance 
management tool. 

[Claim 2]In the electronic value system according to claim 1, said two or more communication 
terminals, Said electronic value including the 1st communication terminal and 2nd communication 
terminal that are transmitted and received mutually a means of communication of said 1st 
communication terminal, Transmit to said 2nd communication terminal with an electronic value 
stored in said memory, and self identification information a means of communication of said 2nd 
communication terminal, While receiving identification information of an electronic value 
transmitted from said 1st communication terminal, and said 1st communication terminal, transmit 
to said 1st communication terminal and self identification information said transaction log reporting 
means, Among the 1st communication terminal or said 2nd communication terminal, from either to 
said wallet balance management tool at least A frame of said electronic value transmitted and 
received, An electronic value system, wherein it transmits identification information of said 1st 
communication terminal and said 2nd communication terminal as said transaction log and said 
wallet balance management tool updates balance information of said electronic value based on said 
transaction log transmitted. 

[Claim 3]In the electronic value system according to claim 2, said 1st communication terminal and 
said 2nd communication terminal, Have a log accumulation means which accumulates said 
transaction log concerning own dealings, and at least among said 1st communication terminal or 
said 2nd communication terminal either, An electronic value system which will be characterized by 
not performing transmission and reception of an external node and an electronic value if said 
transaction log equivalent to a storage capacity by said log accumulation means is accumulated. 
[Claim 4]In the electronic value system according to claim 2, said 1st communication terminal and 
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said 2nd communication terminal, Have a log accumulation means which accumulates said 
transaction log concerning own dealings, and at least among said 1st communication terminal or 
said 2nd communication terminal either, An electronic value system eliminating said transaction log 
from old order at the time of a trade date at the time of dealings after it if said transaction log 
equivalent to a storage capacity by said log accumulation means is accumulated. 
[Claim 5]In the electronic value system according to claim 2, said 1st communication terminal and 
said 2nd communication terminal, Have a log accumulation means which accumulates said 
transaction log concerning own dealings, and said transaction log reporting means, An electronic 
value system which will be characterized by transmitting the transaction log concerned to said 
wallet balance management tool if said transaction log which is equivalent to a storage capacity by 
said log accumulation means in either at least among said 1st communication terminal or said 2nd 
communication terminal is accumulated. 

[Claim 6]An electronic value system, wherein said communication terminal is a mobile 
communication terminal accommodated in a mobile radio communication network in the electronic 
value system according to claim 1 and said network is said mobile radio communication network. 
[Claim 7]In the electronic value system according to any one of claims 2 to 5, said communication 
terminal, An electronic value system which it is a mobile communication terminal accommodated in 
a mobile radio communication network, and said network is said mobile radio communication 
network, and is characterized by a means of communication of said 1st communication terminal 
and a means of communication of the 2nd communication terminal communicating by radio. 
[Claim 8]An electronic value system, wherein said communication terminal is a mobile 
communication terminal accommodated in a mobile radio communication network in the electronic 
value system according to claim 1 and a memory of said communication terminal is an IC card used 
equipping the communication terminal concerned. 
[Claim 9]An electronic value system comprising: 

It is an electronic value system which transmits and receives an electronic value which is 
electronic money information between the 1st communication terminal and the 2nd communication 
terminal, and said 1st communication terminal is said electronic value. 

Identification information of an issue subject who published the electronic value concerned. 
A memory which stores an electronic signature performed by said issue subject to the 
identification information concerned. 

With said electronic value stored, have a transmitting means for transmitting said issue subject's 
identification information and an electronic signature to said 2nd communication terminal, and said 
2nd communication terminal, A reception means which receives said issue subject's identification 
information and an electronic signature with an electronic value transmitted from said 1st 
communication terminal, and by verifying said received electronic signature, A decision means 
which checks what an electronic value transmitted from said 1st communication terminal was 
published for by said issue subject, and judges the justification of said 1st communication terminal 
by this. 

[Claim 10]An electronic value system comprising: 

In the electronic value system according to claim 9, said 2nd communication terminal is said 
electronic value. 

Identification information of an issue subject who published the electronic value concerned. 
A memory which stores an electronic signature performed by said issue subject to the 
identification information concerned. 

Have a transmitting means for transmitting identification information and an electronic signature of 
said said issue subject stored to said 1st communication terminal, and said 1st communication 
terminal, An acquisition means which acquires an electronic signature performed by said issue 
subject to said issue subject's identification information and identification information concerned in 
a memory of said 2nd communication terminal before transmitting said electronic value to said 2nd 
communication terminal, A decision means which checks what an electronic value in a memory of 
said 2nd communication terminal was published for by said issue subject by verifying said acquired 
electronic signature, and judges the justification of said 2nd communication terminal by this. 
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[Claim 11]In the electronic value system according to claim 9 or 10, said 1st communication 
terminal and said 2nd communication terminal, Have a log accumulation means which accumulates 
said transaction log concerning own dealings, and at least among said 1st communication terminal 
or said 2nd communication terminal either, An electronic value system transmitting said 
accumulated transaction log to an external node which has managed balance information of an 
electronic value which self has memorized if said transaction log equivalent to a storage capacity 
by said log accumulation means is accumulated. 

[Claim 12]An electronic value system, wherein said 1st communication terminal and said 2nd 
communication terminal transmit and receive an electronic value by radio in the electronic value 
system according to any one of claims 9 to 11. 

[Claim 13]An electronic value system characterized by being a mobile communication terminal of 
said 1st communication terminal or said 2nd communication terminal which is accommodated in a 
mobile radio communication network as for either at least in the electronic value system according 
to any one of claims 9 to 12. 

[Claim 14] An electronic value system, wherein said 2nd communication terminal is built in a 
vending machine which sells goods in the electronic value system according to any one of claims 9 
to 13. 

[Claim 15]An electronic value system when said communication terminal transmits said electronic 
value outside in the electronic value system according to any one of claims 1 to 14, wherein it 
adds the transmission date to the electronic value concerned and transmits. 
[Claim 16]The electronic value system comprising according to claim 1 to 15: 

A security means which performs processing of electronic authentication, and a code and decoding 
using a key to the electronic value concerned when said communication terminal transmits and 
receives the exterior and said electronic value. 
An update means which updates said key periodically. 

[Claim 17]A communication terminal which is provided with the following, and will be characterized 
by not transmitting and receiving said electronic value between said external nodes if said 
transaction log equivalent to a storage capacity by said log accumulation means is accumulated. 
A memory which stores an electronic value and self identification information which are electronic 
money information. 

A means of communication which transmits and receives said electronic value between external 
nodes. 

An identification information means of exchange which acquires identification information of said 
external node to the external node concerned while giving self identification information stored in 
said memory to said external node. 

A log accumulation means which accumulates a frame of said electronic value transmitted and 
received between said external nodes, and said self identification information and identification 
information of said external node as a transaction log. 

[Claim 18]A communication terminal which is provided with the following, and will be characterized 
by eliminating said transaction log accumulated from old order of transmission and reception date 
and time at the time of transmission and reception of said electronic value after it if said 
transaction log equivalent to a storage capacity by said log accumulation means is accumulated. 
A memory which stores an electronic value and self identification information which are electronic 
money information. 

A means of communication which transmits and receives said electronic value between external 
nodes. 

An identification information means of exchange which acquires identification information of said 
external node to the external node concerned while giving self identification information stored in 
said memory to said external node. 

A log accumulation means which accumulates a frame of said electronic value transmitted and 
received between said external nodes, and said self identification information and identification 
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information of said external node as a transaction log with transmission and reception date and 
time. 

[Claim 19]A communication terminal which is provided with the following and characterized by 
transmitting said transaction log accumulated to an external device which checks justification 
about transmission and reception of said electronic value using the transaction log concerned if 
said transaction log equivalent to a storage capacity by said log accumulation means is 
accumulated. 

A memory which stores an electronic value and self identification information which are electronic 
money information. 

A means of communication which transmits and receives said electronic value between external 
nodes. 

An identification information means of exchange which acquires identification information of said 
external node to the external node concerned while giving self identification information stored in 
said memory to said external node. 

A log accumulation means which accumulates a frame of said electronic value transmitted and 
received between said external nodes, and said self identification information and identification 
information of said external node as a transaction log with transmission and reception date and 
time. 

[Claim 20]A communication terminal comprising: 

An electronic value which is electronic money information. 

Identification information of an issue subject of the electronic value concerned. 

A memory which stores an electronic signature performed by said issue subject to the 

identification information concerned. 

A means of communication which transmits and receives said electronic value between external 
nodes, and an addition means which adds said issue subject's identification information and said 
electronic signature to an electronic value transmitted to said external node by said means of 
communication, A verifying means which checks the justification of said electronic value by 
verifying identification information and said electronic signature of said issue subject added to an 
electronic value which received from said external node by said means of communication. 

[Claim 21]The communication terminal comprising according to claim 17 to 20: 

A security means which performs processing of electronic authentication, and a code and decoding 
using a key to the electronic value concerned when said communication terminal transmits and 
receives the exterior and said electronic value. 
An update means which updates said key periodically. 

[Claim 22]A communication terminal adding the transmission date to said electronic value, and 
transmitting in the communication terminal according to any one of claims 17 to 21 when 
transmitting said electronic value to said external node. 

[Claim 23]A communication terminal, wherein said means of communication transmits in the 
communication terminal according to any one of claims 17 to 22 and receives said electronic value 
between said external nodes by radio. 

[Claim 24]A communication terminal, wherein said communication terminal is a mobile 
communication terminal accommodated in a mobile radio communication network in the 
communication terminal according to any one of claims 17 to 23 and said memory is an IC card 
used equipping the communication terminal concerned. 

[Claim 25]A server which memorizes an electronic value which is electronic money information, 
comprising: 

Electronic account holding mechanism which was assigned to a user and which accumulates said 
electronic value for every electronic account. 
A memory which stores said electronic value. 

A download means which downloads an electronic value accumulated by said electronic account 
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holding mechanism to a communication terminal with a means of communication which transmits 
and receives said electronic value between external nodes via said network. 
A wallet balance memory measure which memorizes balance information of an electronic value 
stored in a memory of said communication terminal, A log acquisition means to acquire a 
transaction log which shows the contents of dealings using said electronic value in said 
communication terminal from said communication terminal via said network, A wallet balance 
update means which updates balance information of said electronic value memorized by said wallet 
balance memory measure based on said acquired transaction log. 

[Claim 26]A server provided with an electronic authentication means to be the server according to 
claim 25 and to perform electronic authentication with a key which self memorizes to said 
electronic value information to download. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the electronic value system, communication 
terminal, and server for performing electronic commerce technology using an electronic value. 
[0002] 

[Description of the Prior Art]The system for performing cashless payment shopping is proposed 
[ various ] using electronic money information (it is hereafter called an electronic value). 
[0003] 

[Problem(s) to be Solved by the Invention]By the way, this electronic value has a possibility that 
injustice, such as becoming the alteration of the data itself and an owner of an electronic value, 
and clearing up since it is only mere data, may occur, and the security reservation for preventing 
this has been a technical problem. On the other hand, operating the system for security 
reservation also means that the processing for it increases, and it becomes a factor which 
degrades the processing efficiency of the whole system. The purpose of this invention is as follows. 
Be made in view of such a background and secure security. 

Provide the electronic value system, communication terminal, and server which raise processing 
efficiency. 

[0004] 

[Means for Solving the Problem]In order to solve a technical problem mentioned above, the 
invention according to claim 1, It is an electronic value system which manages an electronic value 
which is electronic money information, Electronic account holding mechanism which was provided 
in a server on a network and assigned to each of two or more users and which accumulates said 
electronic value for every electronic account, Two or more communication terminals which have a 
memory which stores said electronic value, and a means of communication which transmits and 
receives said electronic value between external nodes, and are used as said user's electronic 
purse, A download means which downloads said electronic value in a memory of said 
communication terminal via said network from said electronic account holding mechanism, A wallet 
balance management tool which memorizes balance information of an electronic value which is 
provided on said network and stored in a memory of said communication terminal, and is updated, 
From said communication terminal via said network to said wallet balance management tool, It has 
a transaction log reporting means which notifies a transaction log which shows the contents of 
dealings using said electronic value, said wallet balance management tool is based on said 
transaction log notified, and balance information of said electronic value is memorized and updated. 

[0005]In the electronic value system according to claim 1, the invention according to claim 2 said 
two or more communication terminals, Said electronic value including the 1st communication 
terminal and 2nd communication terminal that are transmitted and received mutually a means of 
communication of said 1st communication terminal, Transmit to said 2nd communication terminal 
with an electronic value stored in said memory, and self identification information a means of 
communication of said 2nd communication terminal, While receiving identification information of an 



http://www4.ipdl. inpit.gojp/cgi-bin/tran_web_cgi_ejue?atw_u=http%3A%2F%2Fwww4.ip... 2008/05/12 



JP,2001-344537,A [DETAILED DESCRIPTION] 



2/22 v 



electronic value transmitted from said 1st communication terminal, and said 1st communication 
terminal, transmit to said 1st communication terminal and self identification information said 
transaction log reporting means, Among the 1st communication terminal or said 2nd communication 
terminal, from either to said wallet balance management tool at least A frame of said electronic 
value transmitted and received, Transmitting identification information of said 1st communication 
terminal and said 2nd communication terminal as said transaction log, said wallet balance 
management tool updates balance information of said electronic value based on said transaction 
log transmitted. 

[0006]In the electronic value system according to claim 2, the invention according to claim 3 said 
1st communication terminal and said 2nd communication terminal, Have a log accumulation means 
which accumulates said transaction log concerning own dealings, and at least among said 1st 
communication terminal or said 2nd communication terminal either, Accumulation of said 
transaction log equivalent to a storage capacity by said log accumulation means will not perform 
transmission and reception of an external node and an electronic value. 

[0007]In the electronic value system according to claim 2, the invention according to claim 4 said 
1st communication terminal and said 2nd communication terminal, Have a log accumulation means 
which accumulates said transaction log concerning own dealings, and at least among said 1st 
communication terminal or said 2nd communication terminal either, At the time of dealings after it, 
accumulation of said transaction log equivalent to a storage capacity by said log accumulation 
means will eliminate said transaction log from old order at the time of a trade date. 
[0008]In the electronic value system according to claim 2, the invention according to claim 5 said 
1st communication terminal and said 2nd communication terminal, Have a log accumulation means 
which accumulates said transaction log concerning own dealings, and said transaction log reporting 
means, Accumulation of said transaction log which is equivalent to a storage capacity by said log 
accumulation means in either at least among said 1st communication terminal or said 2nd 
communication terminal will transmit the transaction log concerned to said wallet balance 
management tool. 

[0009]The invention according to claim 6 is a mobile communication terminal in which said 
communication terminal is accommodated in a mobile radio communication network in the 
electronic value system according to claim 1, and said network is characterized by being said 
mobile radio communication network. 

[0010]In the electronic value system according to any one of claims 2 to 5, the invention according 
to claim 7 said communication terminal, It is a mobile communication terminal accommodated in a 
mobile radio communication network, said network is said mobile radio communication network, and 
a means of communication of said 1st communication terminal and a means of communication of 
the 2nd communication terminal communicate by radio. 

[0011]The invention according to claim 8 is a mobile communication terminal in which said 
communication terminal is accommodated in a mobile radio communication network in the 
electronic value system according to claim 1, and a memory of said communication terminal is 
characterized by being an IC card used equipping the communication terminal concerned. 
[0012]The invention according to claim 9 between the 1st communication terminal and the 2nd 
communication terminal, Are an electronic value which is electronic money information an 
electronic value system transmitted and received, and said 1st communication terminal, With a 
memory which stores said electronic value, identification information of an issue subject who 
published the electronic value concerned, and an electronic signature performed by said issue 
subject to the identification information concerned, and said electronic value stored. Have a 
transmitting means for transmitting said issue subject's identification information and an electronic 
signature to said 2nd communication terminal, and said 2nd communication terminal, A reception 
means which receives said issue subject's identification information and an electronic signature 
with an electronic value transmitted from said 1st communication terminal, and by verifying said 
received electronic signature, What an electronic value transmitted from said 1st communication 
terminal was published for by said issue subject is checked, and this is provided with a decision 
means which judges the justification of said 1st communication terminal. 

[0013]In the electronic value system according to claim 9, the invention according to claim 10 said 
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2nd communication terminal, Said electronic value and identification information of an issue subject 
who published the electronic value concerned, A memory which stores an electronic signature 
performed by said issue subject to the identification information concerned, Have a transmitting 
means for transmitting identification information and an electronic signature of said said issue 
subject stored to said 1st communication terminal, and said 1st communication terminal, An 
acquisition means which acquires an electronic signature performed by said issue subject to said 
issue subject's identification information and identification information concerned in a memory of 
said 2nd communication terminal before transmitting said electronic value to said 2nd 
communication terminal, By verifying said acquired electronic signature, what an electronic value in 
a memory of said 2nd communication terminal was published for by said issue subject is checked, 
and this is provided with a decision means which judges the justification of said 2nd communication 
terminal. 

[0014]In the electronic value system according to claim 9 or 10, the invention according to claim 
11 said 1st communication terminal and said 2nd communication terminal, Have a log accumulation 
means which accumulates said transaction log concerning own dealings, and at least among said 
1st communication terminal or said 2nd communication terminal either, Accumulation of said 
transaction log equivalent to a storage capacity by said log accumulation means will transmit said 
accumulated transaction log to an external node which has managed balance information of an 
electronic value which self has memorized. 

[0015]In the electronic value system according to any one of claims 9 to 11, said 1st 
communication terminal and said 2nd communication terminal transmit [ the invention according to 
claim 12 ] and receive an electronic value by radio. 

[0016]The invention according to claim 13 is characterized by either being a mobile communication 
terminal of said 1st communication terminal or said 2nd communication terminal accommodated in 
a mobile radio communication network at least in the electronic value system according to any one 
of claims 9 to 12. 

[0017]The invention according to claim 14 is built in a vending machine in which said 2nd 
communication terminal sells goods in the electronic value system according to any one of claims 9 
to 13. 

[0018]In the electronic value system according to any one of claims 1 to 14, said communication 
terminal adds the transmission date to the electronic value concerned, and the invention according 
to claim 15 transmits it, when transmitting said electronic value outside. 

[0019]In the electronic value system according to claim 1 to 15, the invention according to claim 
16 said communication terminal, An electronic value system having a security means which 
performs processing of electronic authentication, and a code and decoding using a key to the 
electronic value concerned, and an update means which updates said key periodically when 
transmitting and receiving the exterior and said electronic value. 

[0020]A memory which stores an electronic value and self identification information which are 
money information with the electronic invention according to claim 17, A means of communication 
which transmits and receives said electronic value between external nodes, and an identification 
information means of exchange which acquires identification information of said external node to 
the external node concerned while giving self identification information stored in said memory to 
said external node, It has a log accumulation means which accumulates a frame of said electronic 
value transmitted and received between said external nodes, and said self identification information 
and identification information of said external node as a transaction log, Accumulation of said 
transaction log equivalent to a storage capacity by said log accumulation means will not transmit 
and receive said electronic value between said external nodes. 

[0021] A memory which stores an electronic value and self identification information which are 
money information with the electronic invention according to claim 18, A means of communication 
which transmits and receives said electronic value between external nodes, and an identification 
information means of exchange which acquires identification information of said external node to 
the external node concerned while giving self identification information stored in said memory to 
said external node, A frame of said electronic value transmitted and received between said external 
nodes, and said self identification information and identification information of said external node, If 
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said transaction log which is provided with a log accumulation means accumulated as a transaction 
log with transmission and reception date and time, and is equivalent to a storage capacity by said 
log accumulation means is accumulated, At the time of transmission and reception of said 
electronic value after it, said transaction log accumulated is eliminated from old order of 
transmission and reception date and time. 

[0022]A memory which stores an electronic value and self identification information which are 
money information with the electronic invention according to claim 19, A means of communication 
which transmits and receives said electronic value between external nodes, and an identification 
information means of exchange which acquires identification information of said external node to 
the external node concerned while giving self identification information stored in said memory to 
said external node, A frame of said electronic value transmitted and received between said external 
nodes, and said self identification information and identification information of said external node, If 
said transaction log which is provided with a log accumulation means accumulated as a transaction 
log with transmission and reception date and time, and is equivalent to a storage capacity by said 
log accumulation means is accumulated, Said transaction log accumulated is transmitted to an 
external device which checks justification about transmission and reception of said electronic value 
using the transaction log concerned. 

[0023]written this invention is characterized by it having been alike and comprising the following at 
claim 20. 

An electronic value which is electronic money information. 

Identification information of an issue subject of the electronic value concerned. 

A memory which stores an electronic signature performed by said issue subject to the 

identification information concerned. 

A means of communication which transmits and receives said electronic value between external 
nodes, and an addition means which adds said issue subject's identification information and said 
electronic signature to an electronic value transmitted to said external node by said means of 
communication, A verifying means which checks the justification of said electronic value by 
verifying identification information and said electronic signature of said issue subject added to an 
electronic value which received from said external node by said means of communication. 

[0024]In the communication terminal according to claim 17 to 20, the invention according to claim 
21 said communication terminal, A security means which performs processing of electronic 
authentication, and a code and decoding using a key to the electronic value concerned when 
transmitting and receiving the exterior and said electronic value, It has an update means which 
updates said key periodically. The invention according to claim 21, In the communication terminal 
according to any one of claims 17 to 20, when transmitting said electronic value to said external 
node, the transmission date is added to said electronic value, and it transmits. 
[0025]Said means of communication transmits [ the invention according to claim 23 ] in the 
communication terminal according to any one of claims 17 to 22 and receives said electronic value 
between said external nodes by radio. [0026]The invention according to claim 24 is a mobile 
communication terminal in which said communication terminal is accommodated in a mobile radio 
communication network in the communication terminal according to any one of claims 17 to 23, 
and said memory is characterized by being an IC card used equipping the communication terminal 
concerned. 

[0027]The invention according to claim 25 is provided with the following. 

Electronic account holding mechanism which is a server which memorizes an electronic value 
which is electronic money information, and was assigned to a user and which accumulates said 
electronic value for every electronic account. 
A memory which stores said electronic value. 

A download means which downloads an electronic value accumulated by said electronic account 
holding mechanism to a communication terminal with a means of communication which transmits 
and receives said electronic value between external nodes via said network, A wallet balance 
memory measure which memorizes balance information of an electronic value stored in a memory 
of said communication terminal, A log acquisition means to acquire a transaction log which shows 
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the contents of dealings using said electronic value in said communication terminal from said 
communication terminal via said network, A wallet balance update means which updates balance 
information of said electronic value memorized by said wallet balance memory measure based on 
said acquired transaction log. 

The invention according to claim 26 is provided with an electronic authentication means to be the 
server according to claim 25 and to perform electronic authentication with a key which self 
memorizes to said electronic value information to download. 
[0028] 

[Embodiment of the Invention] Hereafter, an embodiment of the invention is described, referring to 
drawings. According to this embodiment, while establishing each user's electronic account to the 
electronic bank provided on the network, the moving machine which each user possesses is used 
as an electronic purse. Suppose that the electronic authentication based on the RSA public-key 
crypto system of a PKI (Public Key Infrastructure) base and the function of a code and decoding 
are utilized in the exchange of this electronic value. 

[0029]A: **** — explain the composition of an embodiment first. Drawing 1 is a block diagram 
showing the composition of the whole system concerning an embodiment. As shown in the figure, 
this system comprises moving machine MS, the mobile radio communication network MN, prepaid 
card PC, the electronic bank server Electronic Broking Systems, banking system BS, the Internet 
INET, application office server RA, a certificate authority server CA, and a directory server DS. 
[0030]Prepaid card PC is the noncontact IC card which stored the electronic value information 
about an electronic value beforehand. This prepaid card PC is provided with the function which 
transmits the stored electronic value information to an external node by radio, and functions as a 
user's electronic purse. According to this embodiment infrared rays, such as IrDA (Infrared Data 
Association), are used, for example. 

[0031]Moving machine MS is a portable telephone, for example, and performs voice communication 
and data communications via the mobile radio communication network MN. This moving machine 
MS builds in the IC card which manages the memory and input and output of electronic value 
information about an electronic value. Hereafter, this IC card is called UIM(User Identity Module)1. 
It becomes possible by equipping moving machine MS with this UIM1 to operate this moving 
machine MS of a user as an electronic purse. More specifically, moving machine MS realizes 
various kinds of commercial transactions by reading the electronic value information in UIM1, and 
exchanging this with an external node. The case where electronic value information is transmitted 
and received between the electronic bank servers Electronic Broking Systems via the mobile radio 
communication network MN as a gestalt which exchanges this electronic value, and the electronic 
value information transmitted by infrared rays from prepaid card PC may be received. 
[0032]The mobile radio communication network MN consists of base station MBS or an exchange 
station which does not illustrate, and provides voice communication service and data transmission 
services to moving machine MS. This mobile radio communication network MN is connected to the 
Internet INET via the gateway unit which is not illustrated. 

[0033]It is connected to the mobile radio communication network MN on the electronic bank server 
Electronic Broking Systems, and also is connected to banking system BS installed in the bank 
which is not illustrated by the dedicated line. On this electronic bank server Electronic Broking 
Systems, the virtual bank account (it is hereafter called an electronic account) assigned to each 
user is established. The electronic bank server Electronic Broking Systems has memorized the 
electronic account number for specifying an electronic account, the balance of the electronic value 
in an electronic account, etc., and processes a deposit of the electronic value in an electronic 
account, a cash drawer, transfer, etc. according to the demand from moving machine MS. The 
electronic bank server Electronic Broking Systems has also memorized the balance of the 
electronic value in an electronic purse called not only an electronic account but moving machine 
MS and prepaid card PC which were mentioned above, and updates the balance by notice from 
these electronic purses. Therefore, even if the electronic bank server Electronic Broking Systems 
is a case where an electronic value is unjustly rewritten, for example by the electronic purse side 
called moving machine MS and prepaid card PC, it can detect the unjust rewriting by comparing 
with the balance which self memorizes. 
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[0034]Certificate authority server CA is a server of the common knowledge which publishes the 
electronic certificate of X.standard 509 conformity based on a RSA public-key crypto system, and 
is connected to the Internet INET. Certificate authority server CA performs the electronic 
signature for guaranteeing the justification to the public key of each node according to the 
issuance request of the public key certification transmitted from each node on a network, and, 
specifically, draws up a public key certification. Since this electronic signature is performed by the 
secret key for a signature which certificate authority server CA holds, each node which acquired 
the public key certification decodes this public key certification by the public key of certificate 
authority server CA distributed beforehand. In order that each of above-mentioned nodes may 
encipher data and may transmit by the public key of certificate authority server CA to certificate 
authority server CA, certificate authority server CA has memorized the secret key for decoding for 
decoding this cryptogram. 

[0035]Directory server DS is a server of the common knowledge which stores the cancellation list 
CRL (Certificate Revocation List) of the public key certification which certificate authority server 
CA drew up, and this public key certification, and is connected to the Internet INET. Out of the 
public key certification which self stores, this directory server DS searched the public key 
certification corresponding to the acquisition request of each node, and is provided with the 
function to distribute this. In this embodiment, the public key of moving machine MS and the 
electronic bank server Electronic Broking Systems, Since certificate authority server CA receives 
issue of a public key certification, the node used as the communications partner of moving machine 
MS or the electronic bank server Electronic Broking Systems, By acquiring a public key 
certification from directory server DS, and verifying an electronic title, it can check that there is 
no spoofing. 

[0036]It is the server provided on the Internet INET, and application office server RA receives the 
establishment application of the electronic account by a user, it cooperates with the electronic 
bank server Electronic Broking Systems, certificate authority CA, and directory server DS, and 
performs processing about establishment of an electronic account. This application office server 
RA has memorized the secret key for a signature, and the certificate for the codes for certificate 
authorities. The secret key for a signature is a key for application office server RA to perform an 
electronic signature to the data which should be transmitted to an external node, and this prevents 
him from the 3rd person being set to application office server RA, and clearing up. The certificate 
for the codes for certificate authorities is a certificate of the public key for enciphering the data 
which should be transmitted to certificate authority server CA. The cryptogram by this certificate 
for the codes for certificate authorities is decoded with the secret key for decoding of certificate 
authority server CA. The 3rd person is prevented from intercepting by this the data transmitted to 
certificate authority server CA. 

[0037](2) Explain the composition of the electronic bank server Electronic Broking Systems, 
referring to the block diagram shown in the composition, next drawing 2 of the electronic bank 
server Electronic Broking Systems. As shown in the figure, the electronic bank server Electronic 
Broking Systems comprises the communications department 11, the control section 12, the 
database 13, and the bus 14 that connects these mutually. 

[0038]The communications department 11 consists of a connection interface (graphic display 
abbreviation) and a communication control circuit (graphic display abbreviation) with the Internet 
INET. This communications department 31 performs certificate authority server CA, directory 
server DS, and data communications via the mobile radio communication network MN and the 
Internet INET, and also performs moving machine MS and data communications via the mobile radio 
communication network MN. 

[0039]The control section 12 comprises CPU (Central Processing Unit), ROM (Read Only Memory), 
and RAM (Random Access Memory) which are not illustrated, and controls this whole electronic 
bank server Electronic Broking Systems. 

[0040]The database 13 memorizes the information (henceforth, electronic value management 
information) for managing the electronic value information stored in the electronic value 
information and prepaid card PC which are stored in moving machine MS besides the various keys 
for using for an electronic signature, or a code and decoding. Drawi n g 3 is a figure explaining the 
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data memorized by the database 13. As shown in the figure, "the secret key for a signature", "the 
secret key for decoding", "the certificate for certificate authority signature verification", and 
"electronic value management information" are memorized by the database 1 3. "The secret key 
for a signature" is a secret key for performing an electronic signature to the data which the 
electronic bank server Electronic Broking Systems transmits to an external node. The public key 
corresponding to this secret key for a signature is registered into directory server DS after a 
certificate is published by certificate authority server CA. "The secret key for decoding" is a 
secret key for decoding the cryptogram which the electronic bank server Electronic Broking 
Systems received. The public key corresponding to this secret key is registered into directory 
server DS after a certificate is published by certificate authority server CA. "The certificate for 
certificate authority signature verification" is a certificate of the public key for verifying the 
electronic signature which certificate authority server CA performed to various certificates with 
the secret key. Since this certificate for certificate authority signature verification is registered 
into directory server DS, the electronic bank server Electronic Broking Systems can acquire this 
by accessing directory server DS. 

[0041]Next, the "electronic value management information" mentioned above is explained in detail, 
referring to drawing 4 and dr awing 5. Drawing 4 is a figure explaining the electronic value 
management information for managing the electronic value information stored in UIM 1 of moving 
machine MS. As shown in the figure, electronic value management information, "Electronic bank 
ID", an "electronic account number", "the amount of an electronic value of an electronic 
account", It consists of "the amount of an electronic value of UIM", "it being a time stamp at the 
time of renewal of the amount of an electronic value", "the amount of a current electronic value of 
an electronic account", "the amount of a current electronic value of UIM", "it being a time stamp 
at the time of renewal of the amount of a current electronic value", and an "electronic value 
update history." "Electronic bank ID" is the identification information of the electronic bank server 
Electronic Broking Systems which published the electronic value. An "electronic account number" 
is the identification information for specifying each electronic account. "The amount of an 
electronic value of an electronic account" is the balance of the electronic value in the electronic 
account at the time of finally moving machine MS accessing with the electronic bank server 
Electronic Broking Systems. "The amount of an electronic value of UIM" is the balance of the 
electronic value in UIM1 at the time of finally moving machine MS accessing with the electronic 
bank server Electronic Broking Systems. "It is a time stamp at the time of renewal of an electronic 
value" is information which shows the time by which "the amount of an electronic value of UIM" 
was updated, and it is published by the electronic bank server Electronic Broking Systems. By 
using this time stamp, as it mentions later, unjust resending of an electronic value can be 
discovered. "The amount of a current electronic value of an electronic account" is the balance of 
the present electronic value in an electronic account. "The amount of a current electronic value of 
UIM" is the balance of the electronic value which should be reflected in UIM1. When it has the 
notice of a transaction log from either among this moving machine, it has the electronic value 
which should be stored in both moving machine MSs according to this calculated, when this 
exchanges an electronic value, without passing the electronic bank server Electronic Broking 
Systems by moving machine MSs so that it may mention later, but. Under the present 
circumstances, the electronic value which should be reflected in UIM1 in moving machine MS of 
the side which is not communicating with the electronic bank server Electronic Broking Systems is 
equivalent to the amount of a current electronic value of this UIM. "It is a time stamp at the time 
of renewal of the amount of a current electronic value" is information which shows the time by 
which the amount of a current electronic value of an electronic account and the amount of a 
current electronic value of UIM were updated. By using this time stamp, as it mentions later, unjust 
resending of an electronic value can be discovered. An "electronic value update history" is ^ 
information which will show the update history of "the amount of an electronic value of UIM" by 
the time it results now from the time of finally moving machine MS accessing with the electronic 
bank server Electronic Broking Systems. 

[0042]Next, the electronic value management information for managing the electronic value 
information stored in prepaid card PC is explained, referring to ^rawing_5. The point that the 
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electronic value management information shown in the figure differs from the electronic value 
management information shown in drawing 4 is in the place which replaces with UIM1 and is setting 
prepaid card PC as the object as an electronic purse, and the place which replaces with an 
"electronic account number" and uses "prepaid card ID." Thus, in UIM1 and prepaid card PC, 
although the electronic value management information in the electronic bank server Electronic 
Broking Systems has a difference, this is based on the following reasons. That is, UIM1 and an 
electronic account are because it is made to correspond with an electronic account and is not 
managed to corresponding fixed by 1 to 1, since prepaid card PC is negotiable, but an electronic 
value is managed using ID of each prepaid card. 

[0043](3) Explain the composition of moving machine MS, referring to the block diagram shown in 
the composition, next drawing 6 of moving machine MS. As shown in the figure, moving machine 
MS comprises the Radio Communications Department 2, the control section 3, the user interface 
4, UIM1, the infrared ray communication section 5, and the bus 6 that connects these mutually. 
[0044]The Radio Communications Department 2 consists of an antenna which is not illustrated or 
a communication control circuit, and performs base station MBS and radio of the mobile radio 
communication network MN. The infrared ray communication section 5 performs infrared ray 
communication between prepaid card PCs.[0045]The control section 3 comprises CPU, ROM, and 
RAM which are not illustrated, and controls this whole moving machine MS. Here, two kinds of 
modes of the "money mode" for performing processing about the "communicate mode for 
performing voice communication and data communications and an electronic value can be set to 
moving machine MS. A control section controls each part of moving machine MS according to the 
setting condition in each of these modes. For example, in the case of money mode, the control 
section 2 processes electronic authentication, code and decoding, time stamp generation and 
verification, secret lock management, and public key certification management etc. 
[0046]The user interface 4 consists of a microphone and a loudspeaker for the liquid crystal panel 
for displaying a keypad for a user to perform alter operation and a variety of information and a user 
to talk over the telephone. 

[0047]Hereafter, the data memorized by UIM1 is explained, referring to d rawing 7 . As shown in the 
figure, "the secret key for a signature", "the secret key for decoding", "the certificate for 
electronic bank signature verification", "the certificate for the codes for electronic banks", "the 
certificate for certificate authority signature verification", "user ID", and "electronic value 
information" are memorized by UIM1. "The secret key for a signature" is a secret key for 
performing an electronic signature to the data which moving machine MS transmits to an external 
node. Thus, he is prevented from the 3rd person becoming a user of moving machine MS, and ^ 
clearing up by performing an electronic signature to the data transmitted to an external node. "The 
secret key for decoding" is a secret key for decoding the cryptogram which moving machine MS 
received. Thus, since a cryptogram is transmitted to moving machine MS, the 3rd person's tapping 
can be prevented. "The certificate for electronic bank signature verification" is a certificate of the 
public key for verifying the electronic signature which the electronic bank server Electronic Broking 
Systems signed. That is, in order that the electronic bank server Electronic Broking Systems may 
perform an electronic signature to the data addressed to moving machine MS, he is prevented from 
the 3rd person becoming the electronic bank server Electronic Broking Systems, and clearing up. 
"The certificate for the codes for electronic banks" is a certificate of the public key for 
enciphering the data transmitted to the electronic bank server Electronic Broking Systems. That is, 
since it is enciphered, the data transmitted to the electronic bank server Electronic Broking 
Systems from moving machine MS can prevent the 3rd person's tapping. "The certificate for 
certificate authority signature verification" is a certificate of the public key for verifying the 
electronic signature which certificate authority server CA performed to various certificates. That 
is, the reliability of the certificate which certificate authority server CA published will be secured. 
"User ID" is the identification information for specifying the user of moving machine MS. 
[0048]As shown in drawing 8 , electronic value information Next, "electronic bank ID", It consists of 
"electronic purse classification", an "electronic account number", "electronic bank signature 
SGN1", "the amount of an electronic value of an electronic account", "the amount of an 
electronic value of UIM", "it being a time stamp at the time of renewal of the amount of an 
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electronic value", "electronic bank signature SGN2", "the amount of a current electronic value , 
and an "electronic value update history." "Electronic bank ID" is as stated above. "Electronic 
purse classification" is information which shows whether the electronic purse which stores 
electronic value information is UIM1, or it is prepaid card PC. An "electronic account number" is 
as stated above. "Electronic bank signature SGN1" is the electronic signature which the electronic 
bank server Electronic Broking Systems gave, in order to guarantee that there is no alteration in 
the above "electronic bank ID", "electronic purse classification", and an "electronic account 
number." "The amount of an electronic value of an electronic account" is the balance of the 
electronic value in the electronic account at the time of finally moving machine MS accessing with 
the electronic bank server Electronic Broking Systems. "The amount of an electronic value of 
UIM" is the balance of the electronic value in UIM1 at the time of finally moving machine MS 
accessing with the electronic bank server Electronic Broking Systems. "It is a time stamp at the 
time of renewal of the amount of an electronic value" is information which shows the time by 
which the amount of an electronic value in UIM1 was updated, and this is published by the 
electronic bank server Electronic Broking Systems. "Electronic bank ID", the "electronic purse 
classification", and the "electronic account number" which "electronic bank signature SGN2" 
mentioned above, In order to guarantee that "the amount of an electronic value of an electronic 
account", "the amount of an electronic value of UIM", and all of "being a time stamp at the time of 
renewal of the amount of an electronic value" are not altered, it is an electronic signature which 
the electronic bank server Electronic Broking Systems gives. "The amount of a current electronic 
value" is the balance of the electronic value which UIM1 has memorized now. An "electronic value 
update history" is information which will show the update history of "the amount of an electronic 
value of UIM" by the time it results now from the time of finally moving machine MS accessing with 
the electronic bank server Electronic Broking Systems. 

[0049] Draw ing 9 is a figure showing the detailed contents of the "electronic value update history." 
As shown in the figure, an "electronic value update history" consists of a "receiving area 
electronic account number", the "payment side electronic account number", "payment side 
prepaid card ID", "transaction money amount", and a "business-contacts electronic signature." A 
"receiving area electronic account number" is an "electronic account number" of the near user 
who received the electronic value at the time of dealings, and the "payment side electronic 
account number" is an "electronic account number" of the near user who paid the electronic value 
at the time of dealings. When the payment side of electronic money is prepaid card PC, "payment 
side prepaid card ID" is registered as an update history. "Transaction money amount" is a frame of 
the electronic value concerning dealings, and a "business-contacts electronic signature", In order 
to guarantee that there is no alteration in the above "receiving area electronic^account number , 
the "payment side electronic account number", "payment side prepaid card ID", and "transaction 
money amount", it is the electronic signature which business contacts' moving machine MS 
performed. Moving machine MS transmits an "electronic value update history" which was 
mentioned above after dealings to the electronic bank server Electronic Broking Systems. 
[0050](3) Composition of prepaid card PC Next, the data memorized by prepaid card PC is 
explained. As d rawin g 10 is shown in the figure which is a figure showing the data memorized by 
prepaid card PC, "the certificate for electronic bank signature verification", "the certificate for the 
codes for electronic banks", "the certificate for certificate authority signature verification", and 
"electronic value information" are memorized by prepaid card PC. Since "the certificate for 
electronic bank signature verification", "the certificate for the codes for electronic banks", and 
"the certificate for certificate authority signature verification" are information which is common in 
what UIM1 has memorized, they omit explanation. "The secret key for a signature" and "the secret 
key for decoding" which UIM1 has memorized are not memorized by prepaid card PC. Since this is 
accepted that a prepaid card is an owner in which the user who possesses prepaid card PC is just 
since it is negotiable unlike the case of moving machine MS, It is because it is not necessary to 
perform the electronic signature for preventing spoofing and it is not sent [ data is enciphered 
and ]. 

[0051]Next, the electronic value information in prepaid card PC is explained in detail, referring to 
drawing 1 1 . As shown in the figure, electronic value information "Electronic bank ID", "electronic 
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purse classification", It consists of "prepaid card ID", "electronic bank signature SGN3", "the 
amount of an electronic value of a prepaid card", "it being a time stamp at the time of renewal of 
the amount of an electronic value", "electronic bank signature SGN4", "the amount of a current 
electronic value", and an "electronic value update history." Replace with UIM1 the point that the 
electronic value information in this prepaid card PC differs from the electronic value information in 
UIM1, and it is aimed at the electronic value in prepaid card PC, and also it is in the place which 
has not memorized "the amount of an electronic value of an electronic account." That is, since 
prepaid card PC is negotiable among users, it does not correspond fixed with a user's electronic 
account like UIM1 of moving machine MS. Therefore, prepaid card PC has not memorized the 
amount of the electronic value in an account. Since the "electronic value update history" shown in 
drawing 1 1 is information which is common in the "electronic value update history" in UIM1 shown 
in draw ing 1 0 except for the point that the object of an electronic value is a thing in a prepaid card, 
it omits explanation. [0052]B: Explain operation, next operation of the embodiment which consists 
of the above-mentioned composition. Below, establishment of (1) electronic account, continuation 
of (2) electronic accounts, and (3) electronic values deposit - Pull out, it divides, without the 
exchange between (4) electronic purses, and transfer of (5) electronic values, and explanation of 
operation is given. 

[0053](D Establishment dra wing 1 2 of an electronic account is a sequence diagram showing 
operation of the whole system in the case of establishing an electronic account. First, a user goes 
to the application office (graphic display abbreviation) in which application office server RA is 
installed, The account number of the bank account for appropriating an electronic value for the 
telephone number of information required in order to establish an electronic account, for example, 
a name, an address, a password, and moving machine MS, and an own electronic account, etc. are 
notified to an operator. An operator inputs these information into application office server RA. 
[0054]Application office server RA transmits the inputted information to the electronic bank server 
Electronic Broking Systems, and requests establishment of an electronic account (arrow **). 
[0055]The electronic bank server Electronic Broking Systems asks banking system BS the 
existence and solvency of a bank account of a user, and if these are checked, it will carry out 
temporary establishment of the electronic account (arrow **). At this time, an "electronic account 
number" is published and the term of validity of this electronic account is set up. 
[0056]Subsequently, the electronic bank server Electronic Broking Systems transmits the term of 
validity of an "electronic account number" and an electronic account to application office server 
RA (arrow **). 

[0057]Application office server RA will generate the key pair (namely, pair of a secret key and a 
public key) corresponding to a user according to this, if the term of validity of an "electronic 
account number" and an electronic account is received. There are two kinds of things of the 
electronic signature of the data which should be transmitted to the electronic bank server 
Electronic Broking Systems from moving machine MS, the key pair for that verification, and the key 
pair for the code and decoding of the data which should be transmitted to moving machine MS 
from the electronic bank server Electronic Broking Systems in this key pair. The term of validity of 
this key pair is the same as the term of validity of an electronic account number. And application 
office server RA sends the public key for performing the public key for verifying the electronic 
signature of the key pairs created with the "electronic account number", and encryption to 
certificate authority server CA, and requests publishing the public key certification to these keys 
(arrow **). 

[0058]According to this, certificate authority server CA publishes the public key certification for ^ 
electronic signature verification and for codes, relates these with an "electronic account number", 
and registers them into directory server DS (arrow **). 

[0059]On the other hand, it is checked by the electronic bank server's Electronic Broking Systems 
accessing directory server DS, and using an "electronic account number" as a key and searching it 
that the public key certification for electronic signature verification and for codes has been 
registered (arrow **). This means having become possible to perform communication from which 
security was secured between the electronic bank server Electronic Broking Systems and moving 
machine MS. 



http://www4.ipdl.inpitgo.jp/c&^ 2008/05/12 



JP,2001-344537,A [DETAILED DESCRIPTION] 



11/22 s<— v 



[0060]And the electronic bank server Electronic Broking Systems specifies an "electronic account 
number", and notifies application office server RA that the electronic account which the number 
shows may be used (arrow **). 

[0061] According to this, application office server RA accesses directory server DS, and acquires 
"the certificate for electronic bank signature verification", "the certificate for the codes for 
electronic banks", and "the certificate for certificate authority signature verification" which are 
beforehand stored there (arrow **). 

[0062]And application office server RA writes in "the secret key for a signature", "the secret key 
for decoding", "the certificate for electronic bank signature verification", "the certificate for the 
codes for electronic banks", "the certificate for certificate authority signature verification", 
"electronic bank ID", and an "electronic account number" via the ROM writer which is not 
illustrated to UIM1. A user receives UIM1 in which these information was written, moving machine 
MS is equipped with this, and processing is ended (arrow **). 

[0063](2) As it is the continuation **** of an electronic account, the user can establish an 
electronic account, but the continuous use of the electronic account established once becomes 
possible by paying account management charge periodically. The gestalt of the payment of this 
account management charge has the following. . Namely, pull down the electronic value of account 
management charge from the (A) user's electronic account. (B). Charge directly the amount of 
money of account management charge to a user's actual bank account. (C). Appropriate the part 
for an equivalent for account management charge among the re-purchase prices of UIM1. (D) 
There are five methods of appropriating the part for an equivalent for account management charge 
among the installation expenses of the new key of UIM1 among the public key certification issue 
cost of a key pair which appropriates the part for an equivalent for account management charge 
and which was re-created within (E) UIM1. 

[0064]The key in UIM1 is periodically updated newly as above-mentioned. In the system using the 
key based on a public-key-encryption algorithm, this is based on the reason it is common to set 
the term of validity as a key and to update periodically, in order to secure the safety of a key. the 
method of this concrete updating — (**) — the re-purchase of UIM1, and (**) — UIM1 in 
application office server RA, [ rewrite and (re-writing) ] (c) It newly generates within the on-line 
download to UIM1 in moving machine MS from certificate authority server CA, and (d) UIM1, and 
there are four methods of requesting issue of a public key certification on-line to certificate 
authority server CA. 

[0065]In the method (above (A)) which pulls down an electronic value from an electronic account 
and pays account management charge here to the electronic bank server Electronic Broking 
Systems as an example of renewal of UIM1, It explains referring to the sequence shown in Rawing 
13_for the method (the above-mentioned (**)) with which moving machine MS downloads on-line 
the secret key of the new key pairs which certificate authority server CA generates hereafter. 
[0066]The electronic bank server Electronic Broking Systems notifies the pulling-down date and 
the amount of account management charge a priori to the user who wishes continuous use of an 
electronic account. And if the date comes, the electronic bank server Electronic Broking Systems 
will pull down an electronic value from a users electronic account as account management charge 
for the next term (Step S1). 

[0067]Subsequently, to a user's "electronic account number", after performing an electronic 
signature, it enciphers, and the electronic bank server Electronic Broking Systems is notified to 
application office server CA, and the download permission of a secret key to a key pair recurrence 
line and a user and public key certification issue are requested (Step S2). 
[0068]On the other hand, by decryption and electronic signature verification, after certificate 
authority server CA checks that the above-mentioned request is a thing from the right electronic 
bank server Electronic Broking Systems, it generates a key pair and publishes the certificate of the 
generated public key. The published public key certification is registered into directory server DS 
(Step S3). 

[0069]The electronic bank server Electronic Broking Systems accesses directory server DS, A 
check of that a new public key certification has been published will report that account 
management charge was received and that the preparation which downloads a secret key was 
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completed to moving machine MS of the user who does continuous use (Step S5). (step S4) 
[0070]If moving machine MS is received [ the notice in which the preparation which downloads a 
secret key from the electronic bank server Electronic Broking Systems was completed ], after 
displaying this notice, it requests download of a new secret key to certificate authority server CA 
according to a user's operation (Step S6). 

[0071 ]If a request of download is received from moving machine MS, certificate authority server 
CA will encipher a new secret key by a user's old (it is effective now) public key for codes, will 
perform an electronic signature, and will transmit to moving machine MS (Step S7). 
[0072]Moving machine MS verifies the electronic signature performed to the new secret key 
received from certificate authority server CA, and checks surely having been sent from right 
certificate authority server CA. The sent secret key is decrypted with effective "secret key for 
decoding" now (Step S8). 

[0073]Subsequently, moving machine MS transposes the old secret key in UIM1 to a new secret 
key (step S9). And moving machine MS signs and transmits the message of a purport which 
succeeded in replacement of a secret key with new "secret key for a signature" to certificate 
authority server CA (Step S10). 

[0074]On the other hand, certificate authority server CA will register the public key to an old 
secret key into CRL of directory server DS t if the message of a purport which succeeded in 
replacement of a secret key is received (Step S1 1). Thereby, the public key to an old secret key 
becomes unusable. 

[0075](3) Explain a deposit and the operation to pay of the electronic value to UIM1 or prepaid 
card PC, referring to a deposit and the sequence which is paid, next is shown in ^w_ingJA_arid 
draw i ng 1 5 of an electronic value. Below, the case where pull out 100 of "amount of electronic 
value of electronic account" 1000 yen yen, and it appropriates for UIM1 is mentioned as an 
example, and is explained. First, whether does a user operate the keypad of moving machine MS 
and the electronic value in prepaid card PC is used. The amount of money (namely, transaction 
money amount) to deposit in whether the electronic value in UIM1 built in moving machine MS is 
used to the amount of money or an electronic account to choose and pull out from an electronic 
account further is inputted. Here, UIM1 is chosen as an electronic purse and the drawer amount of 
money of 100 yen is inputted. Moving machine MS receives the above-mentioned key operation 
(step Sa1). 

[0076]Subsequently, moving machine MS receives the information inputted in step Sa1, and the 
electronic value information in UIM1, After enciphering using "the certificate for the codes for 
electronic banks" stored in UIM1, performing the electronic signature with "the secret key for a 
signature" and giving a time stamp further, it transmits to the electronic bank server Electronic 
Broking Systems by making this into a requirement signal (step Sa2). 

[0077]If the above-mentioned requirement signal is received, the electronic bank server Electronic 
Broking Systems will use the "electronic account number" within the received electronic value 
information as a key, will acquire the public key certification for electronic signature verification 
from directory server DS, and will verify the justification of the electronic signature of moving 
machine MS using this (step Sa3). 

[0078]Subsequently, the electronic bank server Electronic Broking Systems decodes the 
cryptogram received by step Sa2 using "the secret key for decoding" which self has memorized, 
and checks a time stamp further (step Sa4). With the check of this time stamp, it is the processing 
which checks that two or more requirement signals with which the same time stamp was given 
from the same user do not exist. The danger of unjust resending of a requirement signal can be 
prevented by this processing. 

[0079]Subsequently, the electronic bank server Electronic Broking Systems checks and pulls out 
the specified drawer amount of money or the deposit amount of money, or calculates "the amount 
of an electronic value of UIM" after a deposit, and "the amount of an electronic value of an 
electronic account" (step Sa5). Here, "the amount of an electronic value of UIM" after a drawer 
changes to 100 yen, and "the amount of an electronic value of an electronic account" changes to 
900 yen. [0080]Next, the electronic bank server Electronic Broking Systems uses an "electronic 
account number" as a key, and acquires the public key certification for codes from directory 
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server DS (step Sa6). 

[0081]And a calculated value [ in / in the electronic bank server Electronic Broking Systems / 
step Sa5 ] etc. It enciphers using the public key certification for codes acquired from directory 
server DS to the transaction kind and transaction money amount in which the exception of an 
"electronic account number", a user name, a drawer, or a deposit is shown (step Sa7). 
[0082]To the above-mentioned cryptogram, after the electronic bank server Electronic Broking 
Systems performs an electronic signature using "the secret key for a signature" which self has 
memorized, it gives a time stamp and transmits to moving machine MS (step Sa8). 
[0083]Moving machine MS performs verification of an electronic signature, decoding of a 
cryptogram, and the check of a time stamp to the received data (step Sa9). 

[0084]Moving machine MS is pulled out or displays "the amount of an electronic value of UIM" and 
"the amount of an electronic value of an electronic account" after a deposit (step Sa10). Here, 
"the amount of an electronic value of UIM" changes to 100 yen, and "the amount of an electronic 
value of an electronic account" changes to 900 yen. A user inspects this visually and performs key 
operation of O.K. which shows whether they are an own demand and a thing to adjust, or NG. 
[0085]When the key operation of O.K. is made here, moving machine MS updates the electronic 
value information memorized by UIM1 (step Sa1 1). Namely, after updating "the amount of an 
electronic value of the electronic account" shown in drawin g 8 from 1000 yen to 900 yen, updating 
"the amount of an electronic value of UIM" from 0 yen to 100 yen and updating "the amount of a 
current electronic value" from 0 yen to 100 yen, The time stamp and electronic signature which 
were received are stored as "it is a time stamp at the time of renewal of the amount of an 
electronic value", and "electronic bank signature SGN2", respectively. 

[0086]And moving machine MS creates the message which shows that the key operation of O.K. 
was made, and receives this message, After performing processing of encryption by "the 
certificate for the codes for electronic banks", the electronic signature by "the secret key for a 
signature", and time stamp grant like step Sa2, it transmits to the electronic bank server 
Electronic Broking Systems (step Sa12). 

[0087]Next, in draw ing 15 , if the above-mentioned message is received, like step Sa3, the 
electronic bank server Electronic Broking Systems will acquire "the certificate for electronic 
signature verification" from directory server DS, and will verify the justification of an electronic 
signature using this (step Sa13). Like step Sa4, the electronic bank server Electronic Broking 
Systems decodes a cryptogram using "the secret key for decoding", and checks a time stamp 
(step Sa14). 

[0088]As a result, the electronic bank server Electronic Broking Systems updates the electronic 
value management information shown in drawing 4 , when the message which shows the purport^of 
O.K. is checked (step Sa15). Here, "the amount of an electronic value of an electronic account" is 
updated from 1000 yen to 900 yen, After updating "the amount of an electronic value of UIM" from 
0 yen to 100 yen, updating the amount of a current electronic value of the electronic account from 
1000 yen to 900 yen and updating the amount of a current electronic value of UIM from 0 yen to 
100 yen, The time stamp at this time is published and this is stored as "it being a time stamp at 
the time of renewal of the amount of an electronic value", and "being a time stamp at the time of 
renewal of the amount of a current electronic value." 

[0089]And the electronic bank server Electronic Broking Systems transmits the message of the 
purport that dealings were completed to moving machine MS (step Sa16). On the other hand, 
moving machine MS displays the message which received (step Sa17), and processing is ended. 
[0090]In the above-mentioned example, when the key operation in step Sa10 is NG, moving 
machine MS does not update the electronic value information in UIM1. And in step Sa12, the 
message which shows the purport of NG is created and it transmits to the electronic bank server 
Electronic Broking Systems. And in step Sa13, the electronic bank server Electronic Broking 
Systems will end processing, without updating electronic value management information, if the 
message of NG is received. However, the electronic bank server Electronic Broking Systems keeps 
the log concerning the above-mentioned processing with the electronic signature of moving 
machine MS. This is used in order to cope with a claim etc. which are referred to as "Having 
inputted O.K. as an identification result" from the user of moving machine MS later. 
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[0091]Now, when the above-mentioned processing is not completed for the reason of the 
electronic bank server Electronic Broking Systems being unable to receive the message from 
moving machine MS in step Sa12, for example, To the non completion message of the purport that 
dealings were not completed, and the amount of an electronic value in UIM1 before dealings, like 
step Sa8, the electronic bank server Electronic Broking Systems performs an electronic signature 
to moving machine MS, after enciphering, it gives a time stamp, and transmits to moving machine 
MS. On the other hand, when a non completion message is received from the electronic bank 
server Electronic Broking Systems, moving machine MS displays the message and transposes it to 
"the amount of an electronic value of UIM" before the dealings to which "the amount of an 
electronic value of UIM" has been sent with the non completion message. 
[0092]When moving machine MS is not both able to receive a completion message or a non 
completion message, for example by communication interception over a long period of time, etc., 
moving machine MS displays the message which shows dealings the purport that it does not 
complete on an indicator. A user operates after restoration and moving machine MS from 
communication interception etc., does a communication interface to the electronic bank server 
Electronic Broking Systems, acquires the electronic value information after updating, and updates 
own electronic value information. 

[0093]In the above-mentioned example, although the electronic value in UIM1 of moving machine 
MS was mentioned as the example and explained, when making a deposit [ the electronic value in 
prepaid card PC / an electronic account ], prepaid card PC should just perform the same 
processing as the above via moving machine MS by performing infrared ray communication. 
[0094](4) Exchange moving machine MS between electronic purses can exchange an electronic 
value by the local means of communication which does not intervene the electronic bank server 
Electronic Broking Systems like infrared ray communication. Below, referring to the sequence 
shown in drawing 16 and drawin g 17, a moving machine MS1 to 100 of user A yen electronic value 
is paid, the case where moving machine MS2 of the user B receives this is mentioned as an 
example, and explanation of operation is given. 

[0095]First, according to the user's A key operation moving machine MSI , The requirement signal 
which requires "electronic bank signature SGN1" to "electronic bank ID" in the user's B electronic 
value information, "electronic purse classification", an "electronic account number", and these is 
transmitted with infrared rays to moving machine MS2 of the user B (step Sb1). 
[0096]If this requirement signal is received, moving machine MS2 of the user B will read the 
electronic value information demanded from UIM1 of self, and it will transmit this to moving 
machine MS1 by infrared ray communication (step Sb2). 

[0097]Moving machine MS1 verifies "electronic bank signature SGN1" in the received electronic 
value information, and the user B checks that he is a just owner of the electronic value which the 
electronic bank server Electronic Broking Systems publishes (step Sb3). Processing is ended when 
it cannot check. 

[0098]Next, the user A performs key operation which directs payment, after inputting the 
"electronic purse classification" (here, referred to as UIM1) which pays an electronic value as the 
electronic value amount of money of 100 yen paid to the user B. Moving machine MS1 receives 
this key operation (step Sb4). 

[0099]moving machine MS1 [ subsequently, ] — the user's B "electronic account number", the 
user's A "electronic account number", and "transaction money amount" (here) The amount of 
electronic value 100 yen which moving machine MS2 is paid from moving machine MS1 is used as 
an information set, the user's A electronic signature is performed to this information set, and it 
transmits to moving machine MS2 as "electronic value information which the user A pays." Under 
the present circumstances, "electronic bank signature SGN1" to "electronic bank ID" of the user 
A in the electronic value information which self has memorized, "electronic purse classification", 
an "electronic account number", and these doubles and transmits moving machine MS1 (step Sb5). 

[0100]Moving machine MS2 verifies "electronic bank signature SGN1" which received, and the 
user A checks that he is a just owner of the electronic value which the electronic bank server 
Electronic Broking Systems publishes (step Sb6). Processing is ended when it cannot check. 
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[0101]Moving machine MS2 verifies the user's A electronic signature performed to the received 
information set (step Sb7). It enables this to prevent the 3rd person from becoming and clearing up 
to moving machine MS1 of the user A. 

[0102]Subsequently f moving machine MS2 displays the information except the user's A electronic 
signature among received "the electronic value information which A pays" (step^Sb8). That is, the 
user s B "electronic account number", the user's A "electronic account number", and the 
"transaction money amount" of 100 yen will be displayed here. The user B will input into moving 
machine MS2 directions of the purport that it is O.K., if satisfactory with reference to this display. 
On the other hand, when there is a problem, the user B inputs into moving machine MS2 directions 
of the purport that it is NG. Moving machine MS2 notifies moving machine MS1 that it is NG, and it 
ends processing. 

[0103]Next, moving machine MS2 receives "the amount of a current electronic value of UIM in 
the electronic value information memorized in UIM1 of self, The amount of electronic value 100 yen 
equivalent to "transaction money amount" is added, and an update history is added to an 
"electronic value update history" based on "the electronic value information which A pays" 
received from moving machine MS1 (step Sb9). 

[0104]Next, information excluding [ moving machine MS2 ] the users A electronic signature among 
"the electronic value information which A pays", That is, the user's B electronic signature is 
performed to the user's B "electronic account number", the user's A "electronic account number", 
and the "transaction money amount" of 100 yen, and this is transmitted to moving machine MS1 
as "electronic value information which B received" (step Sb10). 

[0105]Moving machine MS1 will verify the users B electronic signature performed to this, if "the 
electronic value information which the user B received" is received (step Sb11). 
[0106]Next, moving machine MS1 reduces the amount of electronic value 100 yen which is 
equivalent to "transaction money amount" from "the amount of a current electronic value of UIM 
in the electronic value information memorized to UIM1 of self, Based on "the electronic value 
information which the user B received", an update history is added to an "electronic value update 
history" (step Sb12). At this time, the exchange of the local electronic value between moving 
machine MS1 and moving machine MS2 will be completed. 

[0107]Next, after moving machine MS2 of the user B who received the payment of the electronic 
value ends the processing shown in drawing 1 6, the sequence shown in drawing 1?_is started when 
it is necessary to communicate with the electronic bank server Electronic Broking Systems. First, 
it requests that moving machine MS2 reads an "electronic value update history", transmits this to 
the electronic bank server Electronic Broking Systems, and checks the justification of dealings 
from UIM1 of self (step Sc1). 

[0108]On the other hand, an electronic bank server Electronic Broking Systems server verifies the 
user's A electronic signature the "business-contacts electronic signature" within this "electronic 
value update history", and here with reference to the "electronic value update history" received 
from moving machine MS2. If satisfactory as a result of this verification, the following electronic 
value management information will be changed (step Sc2). Concerning [ namely, ] the electronic 
value management information corresponding to the user B who is an electronic value receiving 
area, 100 yen is added to "the amount of an electronic value of UIM", it updates "it is a time 
stamp at the time of renewal of the amount of an electronic value", 100 yen is added to "the 
amount of a current electronic value of UIM", and processing which updates "it is a time stamp at 
the time of renewal of the amount of a current electronic value" is performed. About the electronic 
value management information corresponding to the user A who is a payment side of an electronic 
value, "the amount of a current electronic value of UIM" of 100 yen is reduced, and processing 
which updates "it is a time stamp at the time of renewal of the amount of a current electronic 
value" is performed. When there is a problem in the verification result of a "business-contacts 
electronic signature", the electronic bank server Electronic Broking Systems creates the message 
of the purport that it was not able to update since there was a problem, and notifies the 
administrator of the electronic bank server Electronic Broking Systems of it. 

[0109]Now, the electronic bank server Electronic Broking Systems transmits the electronic value 
information which should be updated to moving machine MS2 based on the electronic value 
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management information updated in step Sc2 (step Sc3). The electronic value information 
transmitted here is "the amount of an electronic value of UIM", "it being a time stamp at the time 
of renewal of the amount of an electronic value", and "electronic bank signature SGN2." Here, 
when there is a problem in the verification result of a "business-contacts electronic signature" as 
mentioned above, the message of the purport that it was not able to update since there was a 
problem which was mentioned above is also doubled, and it transmits to moving machine MS2. 
[01 10]Moving machine MS2 updates the electronic value information in UIM1 according to the 
electronic value information received from the electronic bank server Electronic Broking Systems 
(step Sc4). 

[0111]Now, when moving machine MS1 communicates with the electronic bank server Electronic 
Broking Systems in the processing generated behind like moving machine MS2, it receives the 
check of own electronic value information from the electronic bank server Electronic Broking 
Systems. That is, when the electronic bank server Electronic Broking Systems receives access 
from moving machine MS1, it compares "the amount of a current electronic value of UIM" with 
"the amount of an electronic value of UIM" among the "electronic value management information" 
corresponding to the user A. If it seems that both differ, electronic value management information 
will be updated. The contents of updating here are combining "the amount of an electronic value of 
UIM" with "the amount of a current electronic value of UIM", and updating "it being a time stamp 
at the time of renewal of the amount of an electronic value." 

[01 12]According to the contents of updating of electronic value management information 
mentioned above, the electronic bank server Electronic Broking Systems transmits the electronic 
value information which should be updated to moving machine MS1. That is, "the amount of an 
electronic value of UIM", "it being a time stamp at the time of renewal of the amount of an 
electronic value", and "electronic bank signature SGN2" are transmitted. 

[01 13]If moving machine MS1 verifies "electronic bank signature SGN2" among the electronic 
value information received from the electronic bank server Electronic Broking Systems and it is 
satisfactory, it will update the electronic value information in UIM1 (step Sb20). Payment 
processing will be guaranteed by the electronic bank server Electronic Broking Systems by the 
above processing, and it will complete. 

[0114]Thus, the exchange between electronic purses is completed as effective processing only 
after an "electronic value update history" reaches the electronic bank server Electronic Broking 
Systems from the both sides of a dealings subject's electronic purse. However, it may be judged as 
a processing conclusion only by notifying the "electronic value update history" of not only this but 
one of electronic purses. In this case, processing can be completed also by notifying not the 
update history of the side which thought that the electronic value mentioned above but the update 
history of the side which paid the electronic value to the electronic bank server Electronic Broking 
Systems. 

[0115]In the above-mentioned example, although it paid, and UIM1 of moving machine MS was 
mentioned as the example and it was explained as a near electronic purse, of course, it is also 
possible to use the electronic value in prepaid card PC. In this case, prepaid card PC should just 
perform the same processing as the above via moving machine MS by performing infrared ray 
communication. 

[01 16](5) The transfer electronic value of an electronic value is a form of the transfer to its 
electronic purse or electronic account to others' electronic account, and can be transferred to 
others. Transfer of an electronic value is explained referring to the sequence shown in drawin g 1 8 
hereafter. 

[0117]First, a user chooses the drawer origin (henceforth, transfer origin) of the electronic value 
which operates and transfers moving machine MS. Although chosen from three, UIM1 in prepaid 
card PC and moving machine MS, and a user s own electronic account **, specifically, UIM1 should 
be chosen here. Subsequently, a user inputs an "electronic account number" (following and 
transfer place electronic account number) and the amount of money (amount of money for 
henceforth, transfer) to transfer of a transfer place. Moving machine MS receives the above alter 
operation (SUTETSUSdl). 

[01 18]Subsequently, moving machine MS gives a time stamp to the inputted information, 
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Encryption by the public key for the codes for electronic bank servers is performed, and the data 
which performed the electronic signature using "the secret key for a signature" is transmitted to 
the electronic bank server Electronic Broking Systems as a requirement signal which requires 
transfer (step Sd2). In step Sd1, when a user chooses prepaid card PC as an agency transferring 
money, moving machine MS performs prepaid card PC and infrared ray communication, and 
acquires the electronic value information in prepaid card PC, and this also transmits it to the 
electronic bank server Electronic Broking Systems simultaneously. 

[01 19]On the other hand, in the electronic bank server Electronic Broking Systems, it checks that 
there is no injustice by verification of an electronic signature, cryptogram decoding, and time stamp 
check to the received requirement signal (step Sd3). 

[0120]Next, it checks payment of the specified transfer place electronic account being possible for 
the electronic bank server Electronic Broking Systems, or existing really in the state of 
establishment, and that it is more than the amount of transferred money as which the balance of 
the electronic value of the agency transferring money was specified (step Sd4). When prepaid card 
PC is chosen as an agency transferring money, the electronic bank server Electronic Broking 
Systems. By verifying "electronic bank signature SGN4", it is checked whether money can be 
transferred after checking that there is no unjust alteration to the amount of an electronic value of 
the agency (prepaid card PC) transferring money. 

[0121]Next, the electronic bank server Electronic Broking Systems calculates the amount of an 
electronic value of the transfer origin (here UIM1) after transfer. And an "electronic bank ID" 
transfer place electronic account number, the user name of a transfer place electronic account, As 
opposed to the amount of money for transfer, the "electronic account number" of the user of the 
agency transferring money, and the amount of an electronic value of the transfer origin (UIM1) 
before and behind transfer, A time stamp is given, encryption by the public key for codes acquired 
from directory server DS is performed, an electronic signature is performed with "the secret key 
for a signature" which self memorizes, and it transmits to moving machine MS (step Sd5). 
[0122]Moving machine MS checks that there is no injustice by electronic signature verification, 
cryptogram decoding, and time stamp check about the received data (step Sd6). 
[0123]Subsequently, moving machine MS displays the received data. A user inspects this visually, 
and if alter operation which shows O.K. or NG is performed, moving machine MS will receive this 
(step Sd7). Here, when the alter operation which shows O.K. is made, the electronic value 
information which UIM1 [ selected as an agency transferring money ] has memorized is updated. 
Here, the electronic value information updated is "the amount of an electronic value of UIM", "it 
being a time stamp at the time of renewal of the amount of an electronic value", "electronic bank 
signature SGN2", and "the amount of a current electronic value." When an electronic account is 
chosen as an agency transferring money, the information in an electronic purse is not updated. 
When the alter operation which shows NG is made, the electronic value in an electronic purse is 
not updated. 

[0124]Subsequently, moving machine MS creates the message which shows whether the received 
alter operation is O.K. or it is NG, To this message, time stamp grant, encryption by the public key 
for the codes for electronic banks, and the electronic signature by "the secret key for a signature" 
are performed, and it transmits to the electronic bank server Electronic Broking Systems (step 
Sd8). 

[0125]When the electronic bank server Electronic Broking Systems receives the message of the 
purport of O.K., the amount of an electronic value in a transfer place electronic account is 
calculated, the electronic signature of the electronic bank server Electronic Broking Systems is 
performed, and this calculated value is stored as electronic value management information 
corresponding to the electronic account of the transferring destination (step Sd9). When an 
electronic account is chosen as an agency transferring money, the amount of an electronic value in 
a transferring money agency electronic account is calculated, and the electronic signature of the 
electronic bank server Electronic Broking Systems is performed to this calculated value, and it 
stores in it as electronic value management information. 

[0126]The electronic bank server Electronic Broking Systems transmits the message of the 
purport that processing was completed to moving machine MS (step Sd10). Moving machine MS 
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displays the message which received and notifies a user of completion of a series of exchanges. 
[0127]When the electronic bank server Electronic Broking Systems receives the message of the 
purport of NG, processing is ended without updating electronic value management information. 
However, the electronic bank server Electronic Broking Systems keeps the log concerning the 
above-mentioned processing with the electronic signature of moving machine MS. This is used in 
order to cope with a claim etc. which are referred to as "Having inputted O.K. as an identification 
result" from the user of moving machine MS later. 

[0128]Now, when the above-mentioned processing is not completed for the reason of the 
electronic bank server Electronic Broking Systems being unable to receive the message from 
moving machine MS in step Sd8, for example, To the non completion message of the purport that 
dealings were not completed, and "the amount of an electronic value of UIM" before dealings, like 
step Sa8, the electronic bank server Electronic Broking Systems performs an electronic signature 
to moving machine MS, after enciphering, it gives a time stamp, and transmits to moving machine 
MS. On the other hand, when a non completion message is received from the electronic bank 
server Electronic Broking Systems, moving machine MS displays the message and transposes it to 
"the amount of an electronic value of UIM" before the dealings to which "the amount of an 
electronic value of UIM" has been sent with the non completion message. 
[0129]When moving machine MS is not both able to receive a completion message or a non 
completion message, for example by communication interception over a long period of time, etc., 
moving machine MS displays the message which shows dealings the purport that it does not 
complete on an indicator. A user operates after restoration and moving machine MS from 
communication interception etc., does a communication interface to the electronic bank server 
Electronic Broking Systems, acquires the electronic value information after updating, and updates 
own electronic value information. 

[0130]In the above-mentioned example, although the electronic value in UIM1 of moving machine 
MS was mentioned as the example and explained, when making a deposit [ the electronic value in 
prepaid card PC ], prepaid card PC should just perform the same processing as the above via 
moving machine MS by performing infrared ray communication. 

[0131]C: Explain an application, next the application of an embodiment. For example, a vending 
machine and a POS (Point Of Sale) register are received, Incorporate the function of the 
electronic purse equivalent to UIM1 of moving machine MS, and between a customer's (namely, 
users, such as a vending machine) moving machine MS (or prepaid card PC), and a vending 
machine, Local communication can perform electronic value delivery between electronic purses, 
and goods can be sold with a cashless payment. In a vending machine, since the justification can 
be checked by verifying "electronic bank signature SGN1" when exchanging moving machine MS 
and an electronic value, it can be told to the electronic bank server Electronic Broking Systems 
each time that it is not necessary to check justification. Therefore, there is a merit that the 
purchase of goods can be performed promptly, for a customer, and there is a merit that 
communication charges with a server are pressed down for contractors, such as a vending 
machine. 

[01 32]It is also possible to sell goods with a cashless payment between a customers moving 
machine MS, a vending machine, etc., without including the function of the electronic purse of 
moving machine MS in a vending machine. When exchanging moving machine MS and an electronic 
value also in this case, "electronic bank signature SGN1" is verified. This example is explained 
referring to drawing 19. vending machine server VS by which vending machine VM was connected 
to the mobile radio communication network — a cable — or wireless connection is carried out. The 
function which communicates by performing moving machine MS and infrared ray communication, 
the function to perform an electronic signature to the data transmitted to moving machine MS, and 
the function to verify "electronic bank signature SGN1" transmitted from moving machine MS are 
carried in vending machine VM. 

[0133]Moving machine MS1 of a customer receives a vending machine contractor's "electronic 
account number" using the infrared ray communication between vending machine VM. 
[0134]A customer inputs into moving machine MS the electronic value amount of money and the 
"electronic purse classification" which are paid to vending machine VM, ranks second and does 
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operation which shows payment indication. Moving machine MS receives this alter operation. 
[0135]Moving machine MS makes a set a vending machine contractor's "electronic account 
number", a customer's "electronic account number", and amount information equivalent to the 
electronic value to pay, performs a customer's electronic signature to this, and transmits to 
vending machine VM by infrared ray communication as "electronic value information which a 
customer pays." The information set of "electronic bank signature SGN1" to "electronic bank 
server ID", "electronic purse classification", an "electronic account number", and these also 
transmits to vending machine VM simultaneously among the electronic value information stored in 
a customer's electronic purse. 

[0136]Vending machine VM verifies "electronic bank signature SGN1" which received, and checks 
that a customer is an owner of the electronic value which the right electronic bank server 
Electronic Broking Systems published. Here, when the verification result of an electronic signature 
is NG, processing with a customer is stopped and logging of the received information is carried out 
as a thing with the possibility of unjust access. 

[0137]When the above-mentioned electronic signature verification is O.K., vending machine VM 
checks that the amount information equivalent to the electronic value to pay is more than a 
merchandise sum. When this is insufficient, vending machine VM stops processing with moving 
machine MS, and replies the message of the purport that the amount of money is insufficient to 
moving machine MS. 

[0138]When the above-mentioned amount-of-money check is O.K., logging of vending machine VM 
is carried out by making the electronic signature of the "electronic account number" of the 
vending machine contractor who received, a customers "electronic account number' , the amount 
information equivalent to the electronic value to pay, and a customer into an "electronic value 
update history." And vending machine VM performs an electronic signature to the message of the 
purport that the commodity price was received, and replies it to moving machine MS. At this time, 
the payment of the commodity price to vending machine VM is completed, in vending machine VM, 
it will be in the state where the depression of the button of commodity selection can be carried 
out, and delivery of goods will be completed. 

[0139]And moving machine MS updates the electronic value information in UIM1 based on the 
message which received from vending machine VM. The information to update reduces the 
commodity price paid from "the amount of a current electronic value", It is adding the electronic 
signature of a vending machine contractor's "electronic account number", a customer's "electronic 
account number", the amount information equivalent to the electronic value to pay, and vending 
machine VM to an "electronic value update history." 

[0140]The logging information of vending machine VM is periodically collected by vending machine 
server VS, and is sent to the electronic bank server Electronic Broking Systems. 
[0141]In an electronic bank server Electronic Broking Systems server, to the "electronic value 
update history" received from vending machine server VS, it pays, a person's electronic signature 
is verified, and the following management information is changed. Namely, about the electronic 
value management information of a vending machine VM contractor's electronic account. Process 
an "amount of electronic value of electronic account" addition, and the renewal of "being a time 
stamp at the time of renewal of the amount of an electronic value" of an electronic account, and 
about the electronic value management information of the electronic account and electronic purse 
of a customer. The "amount of current electronic value" cut of UIM1 and renewal of "being a time 
stamp at the time of renewal of the amount of an electronic value" are processed. Here, when a 
customer pays with prepaid card PC, an "amount of current electronic value of prepaid card" cut 
and renewal of "being a time stamp at the time of renewal of the amount of an electronic value" 
are processed about prepaid card PC. 

[0142]When there is a problem in an electronic authentication result, the electronic bank server 
Electronic Broking Systems creates the message of the purport that it was not able to update 
since there was a problem, and notifies the administrator of the electronic bank server Electronic 
Broking Systems of it. 

[0143]The electronic bank server Electronic Broking Systems transmits the contents of updating 
which followed the electronic value management information of a vending machine VM contractor's 
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electronic account, i.e., an "amount of electronic value of electronic account" addition, and the 
contents of renewal of "being a time stamp at the time of renewal of the amount of an electronic 
value" of an electronic account to vending machine server VS. When there is a problem in an 
electronic authentication result, the message mentioned above is also doubled and it transmits to 
vending machine server VS. 

[0144]Vending machine server VS notifies the administrator of vending machine server VS of this 
by displaying the message received from the electronic bank server Electronic Broking Systems 
etc. When an administrator is received [ the message of the purport that it was not able to update 
since there was a problem ], after checking the contents, when accepting as fraudulent practice, 
he does management of appealing to a legal means. 

[0145]When the electronic value information in a customer's electronic purse accesses the 
electronic bank server Electronic Broking Systems behind, by the procedure of the exchange 
between the electronic purses mentioned above, and the same procedure, payment processing is 
guaranteed to the electronic bank server Electronic Broking Systems, and completes it. 
[0146]When the "electronic value update history" received from the customer is lost by the 
system trouble of vending machine VM or a vending machine server, Compatibility with a current 
electronic value is guaranteed with the same method as the case where an "electronic value 
update history" is lost in the exchange between electronic purses. 

[0147]Thus, since the electronic bank server Electronic Broking Systems manages the amount of 
an electronic value of the both sides of an electronic account and an electronic purse according to 
the embodiment, it is detectable that an electronic value is unjustly rewritten by the electronic 
purse side. The justification can be checked only between electronic purses, without asking each 
time the electronic bank server Electronic Broking Systems by verifying "electronic bank signature 
SGN1", when an electronic value is locally exchanged between electronic purses. Therefore, there 
is no possibility of making the traffic on a network increasing. Since the electronic bank server 
Electronic Broking Systems updates at least the electronic value management information which 
self has managed by the notice from one of electronic purses, its efficiency improves. Since a time 
stamp is given at the time of dealings, unjust resending can be prevented using this. 
[0148]D: As modification previous statement, this invention is not limited to the embodiment 
mentioned above, but following various change is possible for it. 

(1) Gestalt moving machine MS of moving machine MS should just be a personal digital assistant 
which contains a wireless communication function, It may be a personal computer or PDA 
(Personal Digital Assistants) etc. which connects with a portable telephone other than the portable 
telephone mentioned above, and performs data communications. 

[0149](2) Although moving machine MS, prepaid card PC, and vending machine VS perform radio 
which used infrared rays of each other in the communication configuration embodiment of a moving 
machine, a prepaid card, and a vending machine, Although not only this but the mobile station 50 
which may be a wire communication is generally provided with 16 core connector which outputs 
and inputs a serial signal, The prepaid card PC and vending machine VS side is also equipped with 
the same thing as this, and it may be made to perform data communications by carrying out cable 
connection of these connectors mutually. 

[0150](3) In the installation mode embodiment of each server, the electronic bank server Electronic 
Broking Systems was installed on the mobile radio communication network MN, and, as for 
application office server RA, certificate authority server CA, and directory server DS, it was 
installed on the Internet INET. However, the setting position of not only this but each server may 
be on which network. 

[01 51](4) Although a user's ****** generates and he was trying for application office server RA to 
write in UIM1 in the generation embodiment of a key pair, don't restrict to this. For example, it 
creates by the plant of UIM1, and it may write in beforehand and may create with the key pair 
generation function mounted in UIM1. It may be a gestalt which requests key pair generation from 
an organization like certificate authority server CA, and downloads this. 

[0152](5) Electronic purses, as for, UIM1 or prepaid card PC carried out the storage capacity 
above-mentioned, such as UIM1 and prepaid card PC, The obstacle may have occurred in the 
memory storage of the "electronic value update history" according to the case where no 
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"electronic value update histories" cannot be stored with the shortage of a storage capacity, or 
the system trouble. In such a case, it is assumed that an "electronic value update history" is lost. 
A part may be lost in the form where the "electronic value update history" which oneself paid is 
deleted by a malicious user. By the way, in an embodiment, if it pays and one of "electronic value 
update histories" is sent to the electronic bank server Electronic Broking Systems as for a side 
and receipt side, it pays and can update to a right electronic value value about both side and 
receipt side. However, when it pays and the "electronic value update history" of the both sides of 
the side and receipt side is lost, the electronic bank server Electronic Broking Systems cannot 
grasp the exchange of an electronic value. In this case, in the timing which each electronic purse 
accessed behind at the electronic bank server Electronic Broking Systems since the exchange 
itself was not performed, Processing which takes compatibility according to "the electronic value 
amount of money of an electronic purse" in which the electronic bank server Electronic Broking 
Systems manages "the amount of a current electronic value of UIM" in each electronic purse is 
performed. That is, the electronic value information by the side of an electronic purse is 
compulsorily adjusted to the electronic value information by the side of an electronic bank. Under 
such a premise, at the time of dealings using the electronic value after it, moving machine MS may 
eliminate an "electronic value update history" from the old order at the time of a trade date, if it 
detects having accumulated the quantity "electronic value update history" equivalent to the 
storage capacity of an electronic purse. If it detects having accumulated the quantity "electronic 
value update history" equivalent to the storage capacity of an electronic purse, it may be made for 
moving machine MS to transmit compulsorily the "electronic value update history" to the 
electronic bank server Electronic Broking Systems. Thereby, the electronic value information by 
the side of an electronic purse and the electronic value information by the side of an electronic 
bank are adjusted. Moving machine MS may not be made not to conduct dealings using an 
electronic value after it, if it detects having accumulated the quantity "electronic value update 
history" equivalent to the storage capacity of an electronic purse. And that is displayed on an 
indicator and it processes notifying a user etc. 

[0153](6) The local means of communication between moving machine MS, means-of- 
communication moving machine MS between prepaid card PCs, and prepaid card PC may not 
necessarily be limited to the infrared ray communication mentioned above, and this may be a 
different wireless communication means (registered trademark), for example, Bluetooth. Of course, 
it is possible similarly about the means of communication between moving machine MS and vending 
machine VM to use wireless communication means other than infrared rays. 
[0154] 

[Effect of the Invention]As mentioned above, while memorizing the balance of the electronic value 
in an electronic account according to this invention, Since the balance of the electronic value 
stored in the communication terminal as an electronic purse is memorized and the balance of the 
electronic value in a communication terminal is updated according to the contents of dealings, 
unjust rewriting of the electronic value by the side of a communication terminal is detectable 
(claims 1 and 24). 

[0155]When the 1st communication terminal and 2nd communication terminal transmit and receive 
an electronic value mutually, the balance of the electronic value stored in a communication 
terminal is updated by the transaction log provided from either at least among the 1st 
communication terminal or the 2nd communication terminal. That is, since either may be sufficient 
as the communication terminal which transmits a transaction log, efficiency will improve (claim 2). 
[0156]When the 1st communication terminal and 2nd communication terminal transmit and receive 
an electronic value mutually, the 1st communication terminal, While the identification information of 
the issue subject who published this electronic value, and the issue subject concerned do 
electronic signature addition to the electronic value which transmits, the 2nd communication 
terminal checks the justification of the electronic value which received by verifying the 
identification information and the electronic signature of the issue subject who received. Thereby, 
the justification of an electronic value will be checked only between communication terminals, and 
security can be secured efficiently (claims 9 and 20). 
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suit ^ir^ l HfrfE^^ftic oTffi^ntzm^¥« <t 
^^f^^^u^. H^^IE^^^^Tl^^mT-/< , J^~ 

m2<Dmmffimz&m*&t-&<nm.m^&k&ffiz-. m 
fEm2(Dii{gs^fi. iijfEm 1 60ii^s5g^b^^^x 

fclT/^'J rL-.h t tfz s mllE^^T^ftCDl^iJff^^r/ 

fcct^^L. zft^cfcy. itifEm 1 ^ini^oiE 

[0 0 13] 0tm<D3£Wl*. IS*«9fc|Ett 

'J i— vX-rAlzfcl^T. HiFlEm 2 (DilfSa^ 
f*. BirtEm^A'Ji-^ ^il^N'Ja^MLf: 

mrE*i ^iim^ii. HtriEm2^ia«4g^fz^L 
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<fc y . stjESfc 2 cD»ftai&3fc<z» y floa? /< y a.— i* 

y, HflSBm2a>iiliJs5*CDiEai±**iJ»i-rS*iJBT¥S ( !: 
Zfax.Z>^k&&®.k?Z> 0 
[0 0 14] R&Kl 1 E«CDSgB.8l±, H*H9XI±1 
OlzfgSro^/N'y =t— : xXxAI-fcl^T. ME351 <Z> 

*ffJKIS3lP^£g»1-£P7g*¥a£*U SUES 10 

*^ys-'J ^-©giSltffiSgJILTl^ttpf/- Reft 
L, fJKS«LfcIX3lP^£&^&;:££4#®<h-f 

[0 0 15] H#lH 2Kt£0>fgB.SIi > |f*Il9~1 1 
(Dl^fftAM-iEiErom^A'J:!— ->X-xAI-fcL''-C. 85 

[OO 1 6] IS#Jg1 3l5«O^B^Ii, |S*I19~1 2 

(Ol^ftfrl-EKroa^M'y a— i/X^Af-fci^-c, St 
Km 1 (0iim4S*XI±HiItHm 2 a>ii{iS;fca>'>£ < 1 1 

[0 0 17] SMtJgl 4§BIEtO^BJ|±, |S#JS9~1 3 
[o o 1 8] f§#il1 5l=|EKro#6Bjii s fg^lSi ~ 1 30 

[0 0 1 9] IfjRH 1 etztmamm*. If^il 1 ~ 1 

sczKisoi^Ay ^-vx-taic^t. ittjEiHiai 

«f1-^SST¥S 1 i:*«I^SCi:^4ta<fr-Sm : ?-/< l j3. 40 
— >Xf A. 

[0020] IS^isi 7gBiEro^B^i± s m^tok&Slli 
$6T- & & m.*/ < 'J n. S BOtSSUtf IB£*&iN<rf & * 
^ 'j <t . - KirroH-cMiam^ /< 'J i-roinsig 

£fr5iHrFa<t, StfE^ yi=teStf£*vri''-i>6lBC0 
USSiJtifB^MfBrt-SM- MEtf-SC - 

&^&t. Btrsangp^-Ktro^-ciMsiss^fciiifB^ 
^/<y n.-o)§&t. mtz£E.(Dm%mmRxfmm&s 



SffTEJSSlP-^gfrt liTEttSM - K k ©Hi? 

mzn?'< y i-«>ja6»«*fT*3<t i^i*»ttt 
[0021] ures 1 a %m.<D%mt- a^wtc&aw 

t'Jt, 9ms - K t CDHT'BJ)fB^/\* y i-ro&sm 
£*r5S<r?a<k. MfB^^'JIzt&iSirt^^.T^-S.eBcD 

&^a<t, 1tlEtta^-K£(Z>^T-£gte£ftfclitJEa 

^\*'jzL-o>^t, BuiBsaoia&JtfS&^mjtanaiy 

-K©tS»Jtim<>:£, ^S<SHB#i:i:t|-?S?|P^«t L 
TSWt-i>py^W¥IS<!:*ffix., mJEP^fS^aic 
<fe^fB1l§ilc«a^--5)1TltBlS?lP^^Sfj!t--5<t, t 

ti)zi.'ikoffitzmT'<<) i-rojtSMflti-fcL^xii, he 

[0022] ijf#ifi 9tma>mmt. s^w^gHt 
itfesif/^ y b©si»j« « ^ 

t'Jt, rttty — K t ro^T'lusB^/N* y ^--rojUSIs 

ifT^mm^-sct. miE^^yi-ftiftSit-c^seB© 
M»Jlf«*iwia*i"»y-K(=#5L4-*. BtrfB^SBy- 

T/tya-fflai, atriB g B<oi«»Jtii$8.& nirSBrtSP ^ 

J:SfB1tSaictga-r^MIB^?lP^^^fJtt-i><!:, SJ 

sasft£*i.-c^-5ifc3ip?'£. aSBtsip^ffl^-cua 

[00 2 3] IS*^2 oi=SBiE(0*Bji±, W^-WJEc^a 
flMfrT?*4«*Ay SKITAU a.-(D*ff± 

Kt©iH-e«rc« ; r-y<ya.-(na8«*ff3a«*s 

BulEa«¥ai=<fc-3-ClWIB*l-BSy— KI-j£«*4x-6 

*^/<y a.— ic^l, fifa^fti<*03ia»Jtsa&u:mfB 
fltiK^gpy - ka> p, gfLfcigf/< y a— r-#3to**ifc 

[0 0 2 4] If#il2 1 l=E*©f6Wl±, il^il 1 7 ~ 

2oi=E«©a««(3i5(=te^T. HtEae«*i±, w-as 
t mitt > < y i - ^i*s<f-r ski=, a sa^/ \* y ^ 

-J-fcfU^JBU-ca^-BBE&UWt ■ QL^cnmmZfr 
^&Lk£ffiz.ZZk£¥fmk-j-Z «JRJHZ MzKtLO 



(7) 



«fBB2001-344537 



[0025] «*«2 3ffijR0>^|i, 7-2 
[0026] f*#Jg 2 4 fzE*©* flf 1 7 - 

2 3©^-r*i^fcE*a>a««i*fcfe^T. inrE3flra 10 
B^yi*, ^Ka«»*iz»*LT«ffl4*L« 1 c* 

[0 0 2 7] R30I2 5[z!B«(D3£Bj3fi. 

— if rz« y ^Tbtitii^PSli^iK^/N'U ^— * 
»rr*«*p*flH»*i»fc* itrEW^/^Ui-*** 
-r ^ * =e y <b . n« -/ — k t cowl -cwe**/ < y a— * 

TPl«**SI=«kot«S*iT^4K/< I J i-* 20 

K¥«t. iuia3i{i5a^a)^^yi-ft^$^^m^/\ M J 

i-(D»W1«**E«-r4Wff»*E«*»i:. WES 

fflUBsfeicfei+iHrEm^/^ya.— *flii*fcjfc3i©rt** 

^-TI&3Ip^£. «TEa«ii*^6«rE*'y 
ALTBl#t*pya»*Si» WE»»Lfca3lny 
l=*-3i*T % mElt*B«EB¥ltl: * y Ett * *ix l* 

0>*gjl±, tt#*2 5lzE«©if-/^efco-t\ H9E$f 30 

[O 0 2 8] 

[*wa>jeina)^ffl] jut. Biffi*#!HLa:3b<e.. ** 

C:fcl^TI£> PKI (Public Key Infrastructure) 40 
■ Wa)«6SSHt4 - fc fc + 

[0029] A : fit J$ 

AEBS. gftyXfABS, -f — *V SINE 
T, *lfg-tr— ARA, KSEJS-9— ACA, f-<^h 



[0 0 3 0] ^y^K*-KPClt IWJi- f= 

T*fc£ 0 C<D*ifc»iST?li* r D A (Infrared 

Data Association) *0)**HiSJfll*5o 

[0031] &tt»Msr*« «7Lii«»«IS«-efcy. 
&ttiI48fflM n LtWM*f- £3HS£*Tdo 

1f«©E«&tfAttA*H* I CA-K*fllt* 0 1U 

ufl)IC*-KSUIM (User Identity Modul 
e) 1 fcPf-P. tfli. ZL<DU I M 1 £f£I&«£MSf:: 

Mrr-Scfclzcfcy, :©8MiMSStfBtt LT 

*i**m»</ — Kfc*ytty-*"4^fci=«fcy* #a^ss^ 

-f K*— KPC^bi^l^otilf^^l^A'J 

[0 0 3 2] »Ma«*HMNtt. S*iMBS«t 

fc3HMM*&fty. »»«msi=»l#m«-s— ex 

I NET IzJJc^E^ftTl^o 

[0 0 3 3] S^F-jfitTlf— A*EBS±IKt &»]jB1Bffi 

fiS/x^ABsic*ffli»i=cky»«l**iri^*. -<x>a 
^JBtTif— ^EBS±(zii. #3.— iflzffly at&*ifc 

<E»w^iBfTPffi (kit, m^p^^^) 3&<BBsa**t 
fc^fDm^pffi^^^p^p^^^^y ^— osws 

Pffifzfc(+6«^Fy<yi— (Dfl|(+A*L. sa^ 
AEBSfi, iaLfcWPifc'it-Clii^, ^H]«M 
y zl— a>»jB*tE«Lrfey, ^#L6«^»*^6a 

K-r k*— k p c 1 a m : PW*«-e«*/< y 

[0 0 3 4] BBJSIf-ACAIi, RSA«^ 

4«»fl)-y— /^t?&y. h I NETfzJtfi 

^tLTi^^o BHJB-y— AcAfi, *vh 
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afrttBlzOXT. *y— K©4MIB(z»U ^OIEii 
tt£ftEr«fctoa«?««£BLTaHBEHB£tt 

*fflW««lc«fcoTfr*>*L4fc«>. &BBEHB€AKtt 
Lfc«V— Kli* *«>E**4i*BIEJB*— /<CA0>4* 

L*So *fc, ±E<D#y— Kf±BBEJB-9— /<CAfz» 
U ^liE^-^-/<CA(7)^r^T*T : -^^^^bLrS 
«LT<4fcft. BEJB*— /<CAf±. Z0)BH»XS« 

[003 5] f>f^h U+r~ /*DS(i. EEB1*— 
CA3&<ffALfc^BBBEIB«-Vb. Zfl)^HB|jEWta)i 
$a^b U X K C R L (Certificate Revocation List) 

£tett-r&JS&a>+r— y. UNE 

TlZfg^tlTl^So u©f-f ^h'JIf-ADSlt 

S»3WM*LTL^*»B«EW»©+*6. 
«H»S3Rrz*H£Lfc^lSHBEIfl»SttSRL. ;z*l*E*Ii 
-r&BBftBiL-C^-Bo ca>B»#Blzj3ivcte, 
•MsatfBTBfrS— /<EBS0>4MIBtt. ISE^tr 
-/<CA|zJ:y^|H«|iffl#a)*fr*5H+4«taiza-3 

rt^fto-e. »»ttMs^m^fifr!^AEBsa>ii« 
BEw»s*»Lxm : f-»**aE-r4^ti=«fcy. * 

[0 0 3 6] ^if^-y-— /<R AI3\ h I N 

ICAMf^f U<7 /<DS^a[«|L-CB-?-PflE 

i*. mzmm&mt. bebiph*K4behbj:£EB 

B-efcy. z*Lic*y, »3t**M*- /<rai:j!e 
y-r*-rc^*i»ji:-r*o BEBisntft-^HEw 

*£fi. BER-tr-z^CAfzaim-r^^^r— 2£Hf-SHb 
-T-Sfc«>a)^BBB<©EW«-Cfc*o -^!S!iEMi^!tBt-§- 
fflEM»fZcfc4BS*Xf4. BEH^-/<CA©a§ffl» 

^icj:^T^$^4 D z+uz^y. mmmv—^c 

a lzjS«-r * ^r-* £B 3 s - 1 ^BSJh-r 

So 

[0 0 3 7] (2) BTBfftr— /\*EBSG)M 
;*|z % ^2|:^t^P'^^#iLWb, m^igfr 
■9— ^<EBS<7)«J?£fZ^L>Tlft0J^'So HHfZ»*-.fc5 
IZ. l : F«fT*-/<EBSIfc BflHIM 1, ffittflU 
2. f-*^-X1 3. Z*l £*B5fZ*£*rf SA 
X 1 4frb«J&24xSo 

[0 0 3 8] iHl3i1 1 li. *V h I N E T <t 

K) ^bt^o ;za>»«»3 114. ^Kjilfi^MNfi.^ 



>f>^-^7 h I NET^LtiIiE^-/\*CA % t 1 

< mj-s— ADstf- ^BBtfi^K*. sua. 
li^M n £ * lt^Ki&m s <t a«*fr5 . 

[O O 3 9] 1 2I4. ^i±&C P U (Central 

Processing Unit) ^ ROM (Read Only Memor 
y) x RAM (Random Access Memory) fr£>JJS/?££ 

[0 0 4 0] f-^^<-X 1 3I±. «^»*^Bt-§ ■ & 

Wzm**fcfca>*«Ba>i5Av &bbmsiz3KM£*l 
io sb^A'J zl— imau^y K*- K p cfzte#j£ 

X1 afzEttSHST— 5»*HIBf SH"efc*o HHfz 
^"Tcfcdfz. f-^-xi 3lzf* % r*«ffl«e 
Mj . ra-^fflwaMj . rBEJMS&E/flEE 

So r*«^«BBj f*. B^Bfr*— /<ebs^« 

j - Kfz» l-cbb-t 4f-^ iz*^b« zm-ttz&o) 

WBBT?fcS« ^a>**ffl»ffiBfz»j£-r*^BBBI±. 
20 BEB*— /^CAf=J:orEB»A«Bfi4*LfcBf=x-r 
/<DSIz»B**l4. r««ffl»«BJ 
I*. BrBfr*— /<EBSi(«B«Lfc»*3t*«*-r* 
fcA(D8M-eft5o ^OWSB/z»jt-rs^BBli. 
BEB-y— /^CAlzJioTEKWi^BfTS^aiz^-f 
h'J-9— ^DSfz*«S*L«o rBIIB¥«^Effl 
E0^#J f±. SEBtf— /<ca/i<WSBizJ: y«BEB 

»r=BLfc«*»**«E-r*fca6a>»B«a>EB»-e 

/<DSlzSS4ttri>S<7>-C. B^Bfr-y— AEBSfi 
30 7 s -f h'J-y— y^DSlzr^HzX-TS^irlZcfcy, z 

[0041] sfefz, ±.iz&Lfc r«^/<ijzL— 
izoLNr, H4&tfH5**IBLftA<bB«lcHWt 
So 1414, ^ilj«MS(7)U I M 1 lz»tt4*L4«^-/< 

»j -mm & ^m-r ^t^K/oji - «mt b * k 

0^-TSHT'feSo ^Hfz^i:5lz % W/<ya-fI 

«Bf±. rs^ffifri dj s r«^nB»»j . 

. rB^/<iji— B3EBB»*-f ax^v^j , rm 

So rm^-fflfrl Dj f± % B*/«y zl— *BfrLfc«T- 
Bfi 1 *- -/ <ebs01» m«-e & S o r®^ □ j^^-^-j 
\t. #B^pffi*1#S^-Sfctoa)lli»j«*T*feSo 

Bfr-y— /<EBS^T^-feXLtc^fzfc(tS. m^P 

BMa>B^<y a>aiffi7?fcSo ru i M^m^/^J 
i-fij it. BMMStfBBlzB^Bfr*— /<EBS 

50 <bT<7-tzXLfcB#^lZfc(tS. UIMIrtOtWJa 
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?\ f4. TU I MCDM^^'J ^M«T^^fcSB# 
$^tf«T*fcy, /<EBSIz£oT^fT 
£*l£ 0 Z<7>£^AX$>:7£ffll^-<tlz£y. 
"f 3 (3 Lrt^A* 'J j.— (7^jEP*j&£^Mt-& - £ 

#-e££ 0 r^pj^cD^ u> hif/^Ja- 14. 

M^^UVhlf^'Ja-iJ (4. UIM1|zSfe-r-< 

^itir^s;^ -a>f$K n+m'fj-v—' \Esst mm 

£^oTl^l^]0^I&aMSfc£>U I M 1 IzJ^fe-TK 

iM S^iftZ^ tHTlf-/<E B S t7^"t2X LfcS 

[0 0 4 2] sfcf::. IU5^#HSL^^e>. ^'J^K* 
— Kp cfz»tt*+i-6«^-/< 'J zL-tf S^BIt Ztztb 

HMtntgiZ&tt:* UIM1 icft^T^U^-f K*— K 
^□M#^J i'it^r r^u^-f KA— Kl DJ 

ka- Kpc-ei*. m+MfT-y—s <EBsizn\+& m^- 
<t^o sp*>, u i m 1 ^m^p^^i *m T*m%.&}t~ 

[0043] (3) &MttMS®flfj£ 

sa>*dtico^TRwr-So niafz^-r^d^ *£iija 
msi±, angiitis* 2. $ij»aj3. zl-+f^>^^x- 

X4, U I M 1 . *n«a«SB5. &tf^*L&*fflS!z 

[0044] m»mm& 2 r± % >^^mm 



[0045] fHSffi3f£ % gl^itAkCPU. ROM. R 

10 S*Offl31*fT5 *5I-«CoTL^„ 

[OO 4 6] ZL— ^-O^z X4fi. — -tffiSJkjl 

[0 0 4 7] KIT. H7 £#RBL«Ei6<S. UIM1 fzfB 
u 1 m 1 iei4. r*«^»S«j s rfl»/B«Mj . 
IIEB^Sj , reEEA*«ttEEffiDEn«J . fa- tf I 

20 dj ai; r«^F/^iji-it«j a<eii*4it^4. 

-ji|:irt«Sllttfc«), S3tA<^ffi^-/<E 

b s izta y f 3rT - 1 /»<Kih* tL^ G r^ffi^TiRi itie 

»»I«MS^t>*^ : ffitT-tH--AEBSrc2l(S*n^ 

*r±B»ft*tL4fc«>. W3*a>38«*IB5Jh-r4c: 
-/<CA^aH0^*fzlfeLfc«- : f-***^BE-r^t=tt 

ftLtzmm<Dmmm<&&£ixz>z. t\ztj:z> 0 rzL- 
if i dj »»«MS(7)iL~tr*i#s-r*t=«>a)ai»j 

[0 0 4 8] S^/<»J a.-««l4. g]8(Z7Ff ct 

•5ie. rm^ffifri dj % r«^-»flja»Jj > rm^p 
=?-/<*) zl— Sj % ru i M^/^'ja-ij . 

GN2J . ^UVhl^A'Ja-a . rt^/<"Ja 
50 — HftJBHJ 3b^&* 0 rm^ig^frl Dj (4. £E*!i<7)<t 
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fcy-efc*o r«^-»flja»jj 14. ktau^— ««£ 

*MA-r*«^lttj*«. UIM1 T?&*j6^»J'<-f KA — 

i4. Hacotjsy-efcSo r«^flfr*«sG 
nij it ±b rm^igfT idj , r«^j»*a»Jj & 

i z «^«fr-y— / \*ebs 7b<## l r* fe & o 

^P&ft^TAy a.— (D&MT*fo&o Tu I MO)*^ 10 
/«'Ja-«J 14. W»«MS3a«««l=«^lifT-»— /<E 
BS^r^HzXLfcflSjSf-fclt** U I M 1 ftO>tt/< 

y zL-o«S-efc^o r«^/<u ^-SiMSrB*^ -f ax 
14. u i mi fla>«*v<y i— ffl3&<Hj»**ifc 
B»**-r««n»*y. c*Ltt«^aHr*— aebsi:: 

£^T^*r£;K£o rt«fll«SGN2J f4. JifS 

Lfc rm^-ffifTi dj . rrem&ajHj atf rm^p 

fcawcWMKrs— > < e b s tmtt s x & 
s G r*u>n^ija-aj 14. uimia<9se 

wmmmi \t % »»«MS36<«ai=«^iifif^-/<EB 
s fr^^xLfcftjS^&aarzs^^-cic, ru im 

[0 0 4 9] IU9I4. r*^y<U j.— KWJIHJ ©BMffl 

n-^SrHMj li, rgMijt^pif^j , rsati 
i?Ptt»#j . rxtAfl'j^y^ ka— K i Dj . 30 

rst»«i*^nj6»#j (4. ^iB^zm^Ay 
i+»ofc«ia)a-— *fo) rm^pj^^j -efcy. rxa 

fflS^PffiS^J f4. !&3IB#fZ*^ /\*'Ja-^Aof: 

tui^y^-f ka-ki Dj tf^mmmt ltss£*i 
So r^i^gu i4. mii=***s«^/<u:i— ©arc 
fey. r»5i«^*^-»«j 14. ±ib rgiwum^pffi 
. rxa«i*^pa»#j • rsaffl^u^-f K 40 

A-Kl Dj . rsi5|^aj t*a?A/i6t«i:^c:fct«BE 
^*fcd6lzfl&5l«^(D»M«MSA<llSLfc« : f'**-efc 
So »»«MSI4. a5l«fztel^T, ±aLfc*3ft 

[0050] (3) ?'J^K*-KPCfl)i« 

#fz, T7y<-< K*— Kpci=e«s*i4^~ £fzoi* 
TKB^f*. H10I4, sJyW KA— KpcicE«* 



b^*j . at; r«^./^y zl— ««j *«e«**lti**. 

liEB^#j Si; rsEAS^ttGEtilfiEHttJ (4. U I M 1 

3^EiiLTL^*t©fc*a-r«flM-cfc*a>-cia«** 

MM" 4. *fc* J 1 )** KA — KPCIZI4. UIMItf 

E*l-ci*4 r*«ffl»«fl|j r«^wstij f4 
E***iTl*fcl*o -*U4. »»*MS(0»*i:f4il<i: 
y. ^y<-f K*-Kf4»apTtt-e*4^fc3^6. 3fU 
^-f K*— KPC«Bf»LTL^4a.— 1fj6«iEaaBr*» 

[005 1 ] Hi 1 ^#ILWb, ^U^-f K 

So raaf^-*- t^oji-iwit, rmTig 
ft i dj % r«^it*a»jj % r^f'j^^ k*-ki 
dj % ri^f*sGN3j , r^y/<-fK*-K 

^>^J . r^ffifrf«SGN4j . r^L/>hI? 

M'JaHfc • r«^F/<ya.— H*«llJ ^6<c*. - 

CD^y^^f K*— KPC^fOl^/^'Ja- 1t*#U I M 
1 W^t^A'J a.-1f «t*ft*^f4. U I M 1 (Z-ft^ 

r^y^-f k* - kp cn©i^;<'j a-s»jkt lt 

^i^c^fcfcSo apt, ^y^-r ka— Kpci4. 
— ifiHt?»»prte-efcSfc*!>. ^i!jtiMs©u imkd 

l\ Lf:3d<ot, KA— KPCf4, P^P^m^ 

/<y zl— S^ffilBLTL^L^t-fc^o ^fc, HI 1 fc 
^"T r*^/<ijzL-3K«BEj 14. ■^<'Ja-0)>f* 
A^y^-f ka— Krta>*a>-efc*jS*l*^-c, Hi o 

[0 0 5 2] B : l&fE 

±E«fife3^t.tt**16^ffl©«i^lz-3L^TK*-r 

So jaT-cf4. (D n^omomm. (2) m^om 
o»m. (3) *^y<y ^l— ©aitA^x - siaiL, 
(4) «^»ftBia>*y*y. (5) «^/<yi-a)« 

[0 0 5 3] (1) «TPffi<DBBK 

si 2(4. a^pffiSBas-rsa^vx^A^ffajM 

^-/<RAsb<H«**Lrt^*l»JB (HtfB§) fZffllRl 

B^pffiizB^/^y zL-$jE^-rs^©igftP^a>pj^ 

[0 0 5 4] /<RAI4. AA^^fclf^^m 
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[0055] S^F-iStT-y— /<EBSIi, n.— +PO)ffifxP 
[0 0 5 6] #i^T% S^ffifr-y-— AEBSft rm^ 

r=aMrr* (£ep<3» □ 10 
[0057] *mm-v— arai±, r»^pgis-^j s. 
tf*^pffi©*»JHH«»rr«** =*u::fci:T\ -=l 

kebs icang-r^ # -x- $ a>m-rs£ <t -t ©ttHo) fc 

aMBR^-r-fc&o fit, *mi*-/<RAi±, 

iaas, bebu— AcAic&ttu zn^comiz^r 
[0058] mxizfeCTs m^tmv— -/<c Mi. 

* rm^PJ^#-§-j kMmttttXT* hUi^-^D 

[0 0 5 9] AEBSlt ^r-fb^ 

HJ-*- -/<Dsi:7^-fexLt rm^Pj^#^-j 

izLTmm*zzk\z&i)^ m^m^mmRxfrn^m 30 

IB-c-b+iU ir-r 5f * ttfcfifg * z> zl k tf*Iffiz 

t£^tzzk&mv%-t&* 

[0060] fit, S^ffifT-y— Aebsi*. rm^ 

□it^j -tos-^A^Trm^pffisflEffi 

CD) o 

[006 1 ] ZftlCjECT* *MS-y— /<RAlt. 
\s0 h'J-tf— ADS|z7£-t?XU *Cfc^tf>t&frt**i 40 

ri** r*^«ff**ttEfflEW»j . r«^«ffrRiit 
Ht«fflEn»j . rsEH**ttEfflEW»j 

£ <fcEP<8» o 

[0 0 6 2] f Lt, *»B-t>— ARAIi. U I M 1 f: 

SU . rts^fflwgg»J . r*^«fT**SttEfflE« 
*j . r*:n^fintiit*fl!EW»j % \^MMm^ 
U.mum9s , r»^ffifri dj IMS r«^-nfli##j 

iMlSSItBU, c*L*»tt«MSlzS3tLT«i31l4 50 



[0 0 6 3] (2) v^pjsoaiia 
-ti£0>cfc 5 13 LT a.— 9 s liB^Pffi^BBK-r * - <t 3^7? 
-SBBSaLfcW^PffiliSWWf^PffitfSJB* 

(a) 3-—v<Dttu&fr%um&mftftm<D i gL*/<*) 

=L-tt\^1£kt. (B) j.—- tfO)SII8a)lBfifPffi^6 
Pffitt3tt«S0>*ffl£31#*£-r. (c) u 1 M 1 (D 

wMAft^<7)5*. *a>-tt*pa6«a»«ai=*a-r 

(D) U IM1^©fLL^>f>Xl Jls&mO) 

-ta-fflspffiffsftftsicfcs-r*. ( ^) u 
-ta>-«spffiffa»ffiar=3ta'r«. ^^55^ 
[oo64]«a©tfiy, u 1 m 1 ftomizizmtoiz 

»L<Ilr**i«J:5l=SotL>6. C+U*. 4*SB«8& 

«t^^tM a zc»mi*foteW%i<Dtt\z'D^x\* % 
(7) UIM10SBA, (•<) /<RAfcfc 
lt*U IM1^'J7-f h (If#^) . (O) BE 

>^^>P— h\ (x) U I M 1 fl-e»fc|z£j£U B 
/<CA|z^L^->^-OT?^IIB»EIB«(7>f6fT 

[0 0 6 5] :Zt\ U I M 1 LT. P 

If ISSK bST /^J i-* 51 f Si: Ltl 

^ffltT-y— /<ebsic3E&5^ (±ie (a) ) fzfci* 

(±E ) ^3*^L^T. Hi 3fz^fv-^> 

[OO 6 6] »^«W-^EBStt, ITPl^li 

»iL»Bt4a*iaLTte<. fit, jaatfii]* 
-r-s-t. m^igfr^- /<EBSf*. jl— tfcom^p^ 

f (Xf7^S 1 ) o 

[0067] ;^L^-e, w^tBfr-y— /<ebsi±. jl— tf 

fj&&mtZ> &TVZTS 2) e 

[00 6 8] -75. BEJS-y— /<CAlt a^b<h*^- 
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T7^S3) 0 

[0069] AEBsii. t*v Mj-t*- 

(7f7?S5) o 
[0070] &MttMSf±» ■Mfr-y— AEBS^b 

SI-*** (Xf7?S6) o 
[0 07 1] BUJB*— /<CAf4. 8«|MS^by-> 

£jfcLT*£l]«MS[z£fS1-£ Kfv7S7) 0 

[0 0 7 2] ^IJlSSMSI*, BSESit- /<CA3&%t,gfg 
Lf-SfLl^Sai3ffi$^c«^»«S«liEL, 5t*Mz 
IE L -/ < C A t> iH «t> ftT ^ t -fefltB*" 

[007 3] #l^T% ^ife^M S 14, U I M 1 F^"^ 

fit. &nttMsr± % BEBU— AcAlzfctU m& 

[0 0 7 4] EHS-9-— /<CAli. ^-gMcT)®^ 
«fca-r-5^M«*'r-f hU-9— /<DS<Z)CR Liz 

[oo7 5] o) m^AUi— o>«itAH- x&i* 

;*(z % ii 5 fz^-r >r >x l 

U I M1 tL<(i^'J^-< K*— KPClzSTf** 

& 0 kiTTMi. rm^nfficom^/^'J ^l— 1000 

rc7)5*>, 1 ooR-^^i^tiiLTu i mi i^m-r^ 

I M 1 W©t"f /^J i-Sfflfflt5(D^?rijRL, £b 

-Z-Z-Cli. U I Ml3b<m^B*flTi:LTajR*tt, 3i#aj 

[007 6] 2tl^X\ &HlttM S Xx V a 1 fZ 
fcLvTAA^llfcltS&yU I M 1 na>«^-/*'J 



z.X. c:iiTrI*«^i: LtK «W-AE B S 
AM"* Uf^Sa2) o 
[0 0 7 7] «^«fT*-AEBSIi. ±fE^#{§^£ 

&MS<Dttm*<Dm*hfc£&ffct& (X^V^Sa 
3) . 

10 [0 0 7 8] ;jfcl^T% «^-«fx-9— /<EBSI4, 

2-eMLfclHX*«*L, ££fc*-<AX*>:7£ 
flt^-r* Uf7^Sa4) 0 ^(7)^-<AX^>^(7)5i 

[0 0 7 9] 2felvc. S^ffifr-th— ;\*EBSIt jbs:* 

(X^^^S a 5) o dZLTfl*. 3l£-dJL&0> Tu I M 

(dw^< i j ^— ~®j (±i oon^ay. r^pj^com 
[ooso] #(z. AEBsii, r^p 

[008 1] lE-LT. A'EBSIt Xf7 

•^S a 5|zj3l+4tm«a>l536v r^pffis^j s zl 

30 -- y 1 ^. ■3i#aL*fci±ai+Ano)SiJS*ri»5ias«ja 

ZfS a 7) 0 

[0 0 8 2] £bf:: % ■^HW-AEBStt, ±IEB| i 

^T*^**^lfeLf=d^T^^AX^>^*#^Lr 
^IS^MSlzSfg^-* (Xf^SaS) . 
[0 0 8 3] ^ifi^MSfi. gilL^T^-^fZ^L. I 

40 "Sfr-r* (Xf7?S a 9) 0 

[0 0 8 4] ^Hi«MSfi. •JI#ttiLfc*L^li!IltA4^ 
i^oo ru i M^m-^A'J^.— r^pfficom^ 
/\U ^- — tHj ^^^-r* (xf^s a 1 o) 0 ::t- 

ruiwKDt^A'ja-ffij f*i oontsy, 
rm^PMcom^/NU SPj Ii9oon^4^ 0 zl— 

[0 0 8 5] "I-lT?OKa)*-«ff36<ttSnfca^ » 

»«MSii, u i mi ^zfs1t^^^rl^*tfi^/^*'JzL-tt 

50 ^^HSr-T* (Xf-^s a 1 1 ) o MP^. [il8fz^ 
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rm^PMtOm^^U ol— ^1 000R^b900 

o o RfzjE&r r*u>ht^ija- fij Son* 

b1 O ORlcJESrLfcdx.T?. ^fLfc^^AX^ 
[0 0 8 6] fit, ^iMSft OK0^-gW 

^■^MfTif— AEBSfcSMM-* Uf^Sal 
2) o 

[0 0 8 7] B1 SlZfc^T. ^iW™AE 

BSli, ±fE> Vb— *s£gim-fZ>k* Xf7^Sa3 

ttBE-rS (Xf7?Sa13) o m^fr^ 
-AEBStt, Xf^^Sa4i:BHtl:, r«-S§.JB«jS 20 

*JBlvc«HKt«fl»U * -TAX* 
& Wf7?S a 1 4) o 
[0 0 8 8] C(D*BS* ■T«HT^-/«EBSI±, OK 

5) 0 cci-eii, rtfpjs©f^/Oja-aj Si o 
oor*&9 o oricjeStU ru i M^m-^/^'J^— 
ffij SoRfrb 1 o oRfcjEKU m^nMo)^ u> h 

f ^ /< U a-g^ 1 O O O R* b 9 0 O RI:M L, U 
I Mfl)AU> KMT-AU J- — fi£ORA^ 1 o ORlzM 30 

[0 0 8 9] fit, I^W-/^EBSlt flfcSltf 
*?Sa 1 6) 0 »n«Msr^ S«Lfe>^-b 

-v^l (xf^sa i7). fflau±»7-r£o 

[0 0 9 0] ±E©«fzfcl\Ts Xf^^S a 1 OfCfc 
lt**-«fWNGa>»*f±. SRVMStt. UIM1 40 

nom^/i'ji-flWSKWLftL^ fit, xf<>^ 

ft-V— /<EBSf± % NG(D* *-fe— X 

^r^^sa 1 3irfcLxr. m^/<u ^-§3®ffi«SJE«f 

*b rfitgjg^^ LTOKSAilLfctt-r*:J <!:^3cfc 
5 te* lx-A*lz»iBi-r «fc«)fc«ffl-r *. 50 



[O O 9 1 ] 0iJ^fiXT-^^S a 1 2(Zfclt^^ 

s a* b a) ^ y Hz — s «^«fr-y— / \'EBS A<g 

tt. m^ffifT-y— AEBSIt «M«MSf::»U nsi 
U I M 1 ^(Dm^/^U^— SlZjttU Xir^S a 8 <h 

li. ^*7>vfe— vSm^il^— AEBS^^Sfi 

[0092] MKii&mmzmz>mis&ttm~& 

AEBSlzilflMMRU Mr*0>«^/<'J 
i £ L T S »0) A U zl -MR * ERrf 

[0 0 9 3] ±fSGD0l]IZfcUTIi. MMS0UIM 

z t \z& y &MttM s £tt LT±ffi£ H«©ffi3I£fx* 

[0 0 9 4] (4) «^-BtfljP B 1(D^yBiy 

^BiMSli, **m»«a>cfc5fc. ■*«ff*— /<E 

Bst*aLa^p-*;u3Ei:a«*a:fc«fcy, «^/<u 
j.-**y®y^--6ci:3b<-e#*o laTr-fi. bi es 

7{C^-r->— ^>X^#HBL^^t). tf ACO 

^ll^MS 1 1 O OR01^/\ f Ua- ^XJixoT, 
i-f BC8WIMS 2 ^htSiffl414S«C* 

[0 0 9 5] *Tf* !f A©*— IRftlZjSCT, »n 
ffiMSHt ^L-if B(7)^lb«MS 2IC>^L. +FB 

fl)ifA*ija- 1t«0)4i(Z) rm^^i dj , rm^l* 

RfrI*SGNij *H*-r*K*«#**^»c«fcy 

Uf^Sb 1) 0 
[0 0 9 6] zl—- tf B^lft^MS 2(i. 

lzJ:yaHS*r-S (Xf^Sb2) „ 

[o o 9 7] m®i&MS 1 \t % SfSLfc«^F-/<y^— W 
^(7)^0) ri^Rfrl«SGN1j *«BEL. □L-ifB 
OTiMfT*— / N'EBS tf*fM- 4 < y zl -0) IE a 
«C»*i^-efc*Ci:«fltE-r4 (Xf7^Sb3) o m 
■Tf*ftL^lR*tt. ffl^S*l7t- 4. 

[0 0 9 8] a.— tfAf±, ZL— if Bfz^LT^JA 
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114, za)*»-«f¥*ai+#l+4 (Xf^Sb4) . 
[0 0 9 9] ^T*. *£iJj*£M S 1 14. .=L— ifBCD l"» 

^nlf^j . rL—+fAa> rt^Piffj ms r^i 
J*MtWJa-«ioon) *HHzyH:L % 

LTl^£Hi I F-A l J zl — fjffgcD^CDzi- — if A (7) ra^ffifi 1 

& (X^r^S b 5) 0 
[0 10 0] UmmtAS 2(4. g{f Ltc r«^|g|T»« 
SGN1J £&IiEL. 3--1f A^STffifTlf- ■ A'EBS 

£*§7lT£o 20 

[0 10 1] ££>|Z, &n«MS2tt % »«Lfc««-fe 

v Kfz»Lrlfi*^fc3.-"ifAa)« : f-««*ttE-r4 
»n«M s 1 y -r^-r c * su&jt*-* c t ^rt^^ 

[0 10 2] #INT% WMS 2(4. ggLf: r A A< 

14. a--+fB0 r^p^#-s§-j , zl — a 
j^S-^-j rfl»5i#aij i oonMi^^ti^^tfc 30 
ft& 0 3.-ifB(4. ^0i^^#IL, R8HA<ftl+*L 
(4. OK-efc-SB(DJS^*»»«MS2l=A*-rS 0 - 

HH#&£»frf4. ifBf4. NG-efc4lOS 

[O 1 0 3] ^Sl«MS 2(4. &M(DU I M 1 

ftl+ffiofc rA^SJiom^A'Ja.— «$gj |Z*r5lxT 40 

[o 1 o 4] ^itMs 2(4. rA^^am^ 

y<'j3.-if*j <D5*J--ifA(D«^*«£l&<tit«L 

fiP*>. 3. — if bcd j % a.— +PACD 

Plf^J r»5l*fflj 1 OORlc^L-Ca-fB 

1 0) 0 

[0 10 5] ^IfttiMS 1 14. r=L— «fB3&<8ltl»ofc 50 



ZL— if B<D«^*« (Xf7^Sb1 1) o 

[0 10 6] &\z % ^Hj^ms 1 (4. ^#cdu imii: 
iEttLTl*5«^/<U:xHtSM> + a) ru IMcD*U> 

t-/<»Jzl-«»j c:*-3i*t r«^/<ijjL-JE*JBUlj 

I^HSf^S^iiiJD-r^ (Xf^Sb 1 2) 0 CcDB#,£ 

r% ^ibtlMS 1 tMUMS 2ko>WHD n — * ;uft« 
'j zl-cd^ y h y (±g?t a - £ dfcr-s,, 

[0 10 7] 3fc|c % Si 7(z^fv— ^>X(4. 
Ui-a>3EttL^»itfca.-ifBa)»iii*MS2A< % m 

S2(4. S#CDU I M 1 ^b. r^/\*'J zl— 

U -tiSS^Igftif- /\ + EBSi:IfL 

C 1 ) o 

[0 1 OS] »^IIfTif-AEBSif--/<f±, ^ 

IL, C(D r«^/<ijzL-H«r««J fla> nKl«*« 
^^Sj s cc-e(4zL— if A CD m7-S£ £o - 

ai««*s«E-r6 (xf^s C 2) „ gp^, »■=?-/ <u 

3.-SBSfflT*fe^JL-ifBfz^JSLfc«q=-/<Ua.--e31 
tf^f3g|LT(4. Tu IM(D»/^j2-«J 1-10 0 

^MSfL. ru I MCD^ Lx> hm^M^JzL— fC10 
0R£itanL. r^, u> k«^/<Uzl— asEttft^-f a 

0>3£& T? fe ^> o.-if A \z »J£ L * 'J 

tf$Si^BILT(4. r u i ua>± u> ht^<'ja- 
* 1 oorSSL, r^u> hm^/\'J^-§IMIft^^ 

if- AEBSlt r^^|^^m^¥«j (DttEIS*fcH 

^^4z-v^^L. «^ffifTif-/<EBSO)«S#^ 

[0 10 9] ■■=?-ttfTif— /<EBS(4. 

S c 2lzfcUTM«rLfcm : f-A»J «ffi1f«ic»r5l^ 

— ««tt. TU I MCK^'Ja-Sj s TttjVjzL 

2 J -efc£o CCT*. ±ISCDJ:3I^ r^?iffi^m^¥ 

■arx»«i«MS2iza«-r4. 

[0 110] ^lb«MS2(4. W^»fTif-/<EBS*v 
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[0 111] SBIMS1U:, SliMS2^R 

m\z % &iz%± Ltzmm\z^xm^»^—^ ebs 

ruiMflD^l/^ht^/^'Ja-fij t TU I M(D 

8rrt#lis ru i MfDKAUa-Sj £ ru i mo>± 

a. AX* M«t4ci-ci4. 

[0 112] ±5liLtcm : F/^ l J^- , t^tS^(DM»rl^S 
fc^-t±r. WMMtIJ— a # EBSI±, »ms 1 fz 
»U yii £ a SP*>. 

ru I MQ)K/^Ja-«j s nt^/ty zl— ffij5SrB# 
$-fAX£>Xl % rtf8fil«SGN2j £3Hft 

[0 113] ^ilfllMS 1 li, S^fifr+I-AEBS^ 20 

t, »« l fc < y d. -ts$so a *> , rw^m^mz s 

GN2J £tti5EU RQIItf4:(t4ia. u I M 1 rtcom^F 
/^Ua-I»«f»it4 »f*;?sb2 0) . JU±a> 

mm\z&t>) % m^m^fv— y<BBsiz^ i) ^Lmmt<m. 

[oi i 4] za>^5izm^m^m0^^m)\t. 

«^«gfr-y— / "v e b s fzfij* l r r± i:»r *»ft«3i t 

■^Wflra) r«^/<yi-M«HBj #ii*n**i£c£ 30 
CW*[z£-o-C, «k3SSJB4:*iJBrL"Ct«fcl^ -0)*^ 

T5ttft<, « : F/<yi-tXaofctlfl!)3E«r«H*« : P 

ebs i-iitt-r 3 z^i-ct^ x^mmit^ 

[0 115] ±E©«l:ii3LvCf;J\ £iUMHa>« 

?-»ffi:LT*Bl«MSa)U I Ml ^^JlzfelfTlftBJL 

KPCI±*nttil«*ff3-i:l=«fcy»»*MS*^L 40 

[0116] (5) iwji- osya* 

^-^-^A<Tr#^>o JUT. B1 Q\zir:t *s—*r>?s&& 

si l * . y y a^i:-3t^Kwt 

[o 1 1 7] n.—tH* s ^IJrtjlMS^IffELT, 

5£) ^IRtSo *#Mlcf± % ^y^-r K*— KPC, 50 



*£lMMS|*a<7)U I M 1 % atfu.— tfg^m^pj^, 
<D3ofr£g^£;h,£;i<h(z£&rf)* % z^r*(i. uim 
i A<««?S*Lfc*<Dfcf£o #a>-e. iff±. nys* 
*Wfco> r*^nj8#-s|j (JUT, fiy&^m^PJSS 
-s§) &tf«yat^a (jut. &y&&««i) *A*t 

(X-x^S d 1 ) o 

[0 118] ^KSMSfi, A***Lfc1fr«fZ 

d 2) 0 fcfc\ X-r^^S d 1 ICfcl^T, 
^'J^-f K*-KPC£«y&^5ci: LT31« Lfcig^r 
(±* 8iiMSli?'J^ K*— KPCt*nt»a«* 
fiDt^'J^ KA - KP crtdOt^ /<'J a-flMRSISl 

»u ^*i*>^mz^m?T-y— /^EBsiz2fe«^-s 0 
[oiig] st^ntT-y— /^EBstit s<sl 

Ax^v^aiBfZcfcy, ^jEA<a:L^t*«iB-r'& (x 

d 3) a 

[0 12 0] X\Z % m^ffitTtl— AEBSI*. 
Sd4) B #*>\ ^y^-f K*— KPCj&*Sy&#.5££ 

rmT-$g*TS£sGN4j *ttE-r*^ticj:y. sy 

LT^jE6:*^A<ftlxc^*«RLfc±T*«ya^ 

[o 1 2 1] *rc, m^ffitr-ti— • AEBsit iya^ 

«0)fiya^5E (-Cl-CliU I M1 ) ©S^/^'Ja-g 

TPit§, fiy^ftKPS^- tf«. fiya^ 
fiya^5£(DJ.— *f(Z) r«^nffis-*§.j % aiya 
^«r*a>aya^7c (uimd ©^/<y 

fr*mmLtz^m<&mmiz&&m^it&m^. 

[0 12 2] ^UltiMSfi. Lf:f-^l:Ol^, 

y. ^iE^ftl^t^ttK-r* (Xf^Sd6) B 
[0 12 3] ^LN"C% ^Ifi^MSfi. gfLfcf-^S 

G*^ArtHM**fT3£* »«i«MSttc*L*»rt*t 
35<aS*tfc»^. fiy^Tci: LTlttLf: U I M 1 *< 
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ttZHzn^'J ^.-limits ru i M^i^A'Ua- 
[01 24] *^r% ^BrtSSMste, gi+tfi+fcAAtl 

fE;b<0 Kffe^^NGffcSA^fvt^ v-b— zs£ftf$L 
U vb— 5>I=»U ^^AX^>m, 

& (XtvJS d 8) o 
[0 12 5] m^mffV— AEBS^OKlCtfl)^ ^-fe 

■ja.— ««wu -a)ttina^m^fiff-9— /n'ebs 

JMlzB^Bfrfr-AE B S <7>^*« *«5 LT«^/< 
[0 12 6] E^ffifrtf— AEBSlt «kS36<»7Lf= 
1 O) D SKtMSI^ gUL/^'vfe-y^L 
[0 12 7] £fc, /<EBStfNGO>W<D 

WH±"**lz*MSI»7-*-*. fct£U ■*«fr0— /<E 

-If 2^6 r«B«*£LTOK£A*Lfcf±r*:J £l> 

[0 12 8] «x.I*Xt"^^S d 8|zfi(t«&H 

iMS^b©/^ 4z— 5/Sm^«fr* — /< EBS tfSfll 
■C#ft^»©31*lzJ:y±Eft31^KTL«tL\Jt*tt. 
■TBfrfr— /<EBSIt, *MMftMSl::»U »3I*<* 

7La^ofcB<D^»7^ v-fe— Atfft^itira) ru 

»*LT*M«MSfzatflM-*. ^SjESmsi*, 
=F5£7 > >v -b— ^S^ffifTiJ— EBS^bSSLfc 
*-b— S?£ftacU ruiM©I^<'Ja 

[0 1 2 9] flic.ajUnmi=tt«iifiSKr*l=J: 
y, ^lbtiMSA<^7y v-b— 5>Xtt**7> v-b— 2* 

3 1 70) V^—is£m^l^^-f£o 3- 



[O 1 3 O] ±KCD«f::*5l*Tfd\ ^Ib^MSCDU I M 

K* — KPCrta>«*/<y i— SHA*Lt§«fc5^ 
i=tt. K*-KPCf±*^«ii«*ffac:i:fc 
cfc y S LT±fE£ W«(D«iaStTittf«fc 

10 [0 1 3 1 ] C : 

#c:> mmrmnfcmmiz^xmwrzo m ^ a an 

IE5MKbPOS (Point Of Sale) U**|c»U «H 

*k ni 1 (iPtaniEa5«»a>«ffl#) omims 
(^L<(i^y^^ k*-kpo £anKXtt&a>m 

T% n-^;u/j:®{if3ci:ym7-|*^rpia)m : ?/< , Ja--g 
A^#*o anBE3t*fzfcL^xii. 8»iMSi:W/< 

Ui— t*y»yr*»jfl-e r«^«fT»* s g n 1 j 

*0)«*«^llfT^— /<EBSlzIEatt*« 
B"*-*M(*«ftl*fcl*iL«. Lfc^ot, WSfzioT 

a niE9E«*a)»*!= tot I**- / < <b o>«{ssa<» * 
[0132] *fc % anisjtarc^naiMsa)*^w* 
mtcomr^ v v^l i>x-r?Bsa*iE3E-r£ c 1 1, pt 
30 yny-r«BMre rt^gftf*sGNu ^^iEt" 
aniK9e«vMi^ »na««f=«ii4*LfceBE«-9— 

tet. »n«Msic^fs^5'x--^iz»^**s«5-rai 

[0133] iso)8a«Ms 1 1±. anKSEttvM^ 

40 ^^It^^o 

[0 13 4] JH*f±. anKSE«VMfz»LTXa5« 
WJaHkii rK^a**«S"Jj *s ^BtiMSfzA 

Sfiz<DAAJJH¥*«(tftit*. 

[0135] ^U]«ms(±. aniRsam*^ rm^p 

«j tLT#^«a«fzj:yan*Jt«vMiza£«-r 
50 ^> Q s/t, nseDW^wflrrtfzttmstLtc^AUi— 
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[0 13 6] SttK%*VMtt % »«Lfc rm^ggfr? 
«SGN1j SML, ■«jKELl*«^Bfrfr--/<E 
B S 3b<*fr L/=«^< U ^-<7>&*>£T*fc4 Z £ £$£B 

[0 13 7] ±E<D«^»S«EtfOKfl>Jt*. 
[0 13 8] ±Ea>*H«B3WOK<DJi*. 

hstSsj tLxp*>m B tit, gniEXttv 

[0 13 9] fit, «|()ttMSI*« SIMHEttVMfr 

bg^tLfz^ y-tz— 2JfzS-3i*-t\ u i m irtcom^A 
t x r«^/<i;a.-KSfjiKj caaiXtttta) 

[0 14 0] e»I63E«VMa)P^>^1f«f±, 
r=BK«*— /<VSCJ:ot««i*i, «*«fr*— 
E B S (ZjMbH^o 

[0141] «^«ff*- /<EBS»-yrttt, SJKttl 
^-/<VS^?,SltiRofc r«^/<y jl— BRJMlj l= 

^/*y i— «3ii*«i::oi*Tf±* rf^pg^iT/^'j 

ax^>^j MtJra>«L3*fTi\ p«a> w 5 - 
BWjcd^/^'J j.— effifttlzonTtt* u i m i a> 



[0142] fc*>\ m^fif-y— /<EBsr±. w-t-kbe 

ofcB©*vlz— S*«fMiU ■T-Uff-tf— /<EBS60 
[0 14 3] *?*Mr1J--/*EBSte* SIMEJEaVM 

10 •rM««aC«-9— /WsrcSfi-fft. *fc. *?BEE 

T g / * V S iz&m? i o 

[0 144] BIHW— /<VStt, «**Mr9— A EB 

*LteiK«*— /<vsa>«a*f=a*a-r«. «ai#f± % 

[0 14 5] JHSOKTW^rt^^/^UzL-lf*!*. 
20 tl:aMW-A + EB s fz^* -fex L^Cl. ffi&L 

fc*^st*raco^ y a y <*>^jih£ n«a>¥iar= J: y . s 

[0 146] ei^)a5^ffivMfe^L^^igi5tl J y— 

*y»yizfei^r r«^/<iji-jE«fBBj aW5fe*>*Lfc 
«*^B«a>ara(Ccfcy, *i/>h«wji-t©s 

30 [0147] ^(D&o^nmi&miz&tii*, n^mn-y- 
tz, «^w*ibit»p— *jM=«?-/<y i— t-^y«iy l 

/cii^. ra^-ffifr** S G N 1 j $ ttBEf -5 - t l^cfc 
y. -trollBK^IIft-y— /^EBSI=BL^*^-fr*Zi: 

^lx d «^-«fr-y— A-EBsit ^jr<tt,L^-r 
40 tifr—iitDWttiBfr b r= Jk y , s »3&<« a l r 

T% ^*t*ffl^T^iEW3l*lftjh-r4z < !:3&<T?#-& 0 
[0148] D : XJ&ffll 

(i) SMMS0)M 

^iJi^MSfi. Jft»a««1lg*rti«-r^a^*r*fc*L 
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tzttPDA (Personal Digital Assistants) 
[0 14 9] (2) flMML ?U^-f K*-h\ SltC 

fit*. Z4x6=i*^5r*ffi5f=<r-^U««-r*-tf= 

[0 15 0] (3) /<0)HB»1I 
*ft»ttfZte^-CI4, «T«fr-9— /<EBStt»«a« 
^MN±lzigM^4x, a'ra % BttE«-y— 

CAMf^ h'J-9— ADSI±, «f>£ — **yhl 
N E T .LCD fStWl^ frit l^tzo LfrU C*WC|gS>-f s # 

[0151] (4) »*J(D£j£ 
Hffifl^ffi-ett, *»B-y— /<RA*<rL— if(D«»S(D* 
U I M 1 lz£#&fc«fcdl::LTl*fc:j&<. C^dPg 
£>£:t^o U I M 1 <7>lg£Xil-ettJ5£U ^#># 

#&A,-CUTtcfc^U UiMil:3|gJ^;i^ 

[0152] (5) UIMlSKIi^'J^KA-K 

MS £ttttL#3h.ttl*Jt^. *^UIiyXfAh7^ 

;u=*y r«^/<iji-K«fJlHj ©EltSWi::*** 
«^Lfc»^3E»<fcSo ;:a>«fc3ft»^ rm^/\'y zl- 

MSfr&Mj tf$zt>tiZ>Zbtfm&£1x&o 110) 
fc-65p|ffl*fc«fc U. at>^3E&ofc r«^y<yzL— MSf 

ifc&o <hz^,r% SHfi^»-er±. 3ttu*« ■ sitflfcy 
■y— /<EBs(i, «*/<y i-a>*yjKy ^ 

— AEBSIzr^-trXL^-f 5>^ffcfct>T. ^IT 
ftHfrfCfcft* ruiMMl/^htfA'Ja-fij 

^igff-y— /N'EBS^SItli r«^8tflra>*^-/<yzL 



a-r *s r«^-/<ijzL-H«JiHj siaifcztM 

fclvc* a&3IHB$(DSi*JilSj&*t> Mt^y a.— MStJI 
<DEHMlc«3-*-*« r«^./^ij2L-3E»«Sj £^ 

mj *M*tti=«*iifir*— /<EBsr=at«-r*J:5r= 

[0 15 3] (6) Stf^'J^-f K* — KP 

[O 1 5 4] 

ffina>«*/<yi-0)»**E1I-r4i:i:t,f3 % m^st 

flr^ LTa>a«**fz*iftaF*i4«^/<y ^-(Dtm* 
E«u R3ia>Asr=j£i:TaAHi^Aa)S?/<y3.— 
30 <D»KSHa-r*<D-c. a«as*fl«i=feit*«^<y ^ 

tf24) 0 

[0155] &tz. *ia>miffittvnza>mmm*i 
?/ty:i— a>ax£Eirr«. fin^». W3ip^«a6«-r 

n^CcblZ/j:^ (If ^2) . 

40 [0156] *fc % ma>afimsKatfB2a)9flni3R 
*<«^/<yi-tSLM=a»«-<-4Ji* % mia)Mfi4ffi 

(*a)»»JflM2ittf«*»«**lif* = A:l=«fey. a^ 

««*IB(D^«^<yi— 0)jEatt3WB**t*-4: 
fcftU, »* J: < -b+a U f-f 4 C 1 4«-e*4 

(H*a9Xt;2o) 0 

50 [HBaffiWttKB] 
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[12] mnmi&m\zfti+z>ttm?TV--'<o)mmz 
^-r^p^i-efc&o 

[is] ^nffi^izfc[t^m^fT^—/<^a>T- 
^^-xoiBitM^^i^Bj-r^i-efe^o 10 

[17] i^^ffi^M(c^(t^u i Mmmtemzmw 

[is] i^nffi^iifcfcft^u i Mmmftm-zmw 
-T^l-ete^o 

[19] l^&Jfcallzfclt&U I M<DfHttrt#£|&lE 

[n o] ftmmrtmizteiizy*)^ h^~K(Dia 

ti^§^Ift0Jl-^lT*fe^ o 20 

[ni] mmMMmi^teifz? 1 )^ K^-Ko)ie 
[H2] m*u®L*mwrt&mft*mtt&m-t:& 

[113] mmMMm\~tirtZ>i'*T<L£:te<Dmft$: 
[1 1 4] f^H^SI(-fcJt^vXTA^*a)ill^^ 

[n s] ffimmMm^t$iiz>is*TA±i*(Dm}tt : £ 
[lie] mnmmizte\+z>zs*Tj±'£&<Dmft$: 

[117] ^^ffi^Ill^fclt^ vXxA£{*<7)i!]fE£ 



[11 8] ^Hte^^lCfc(t^vX^A±^CDil]^^ 

[119] (^^^Joi^ffl^Jfrfelt^vX^A^ 
j£ £ ^ P 0 1 $> £ o 

PC - - - ^'J^ K*— K (51(SS*) % 

ms • - - tern®, (mrnffi*) . 

1 ■ • - U I M ( I c± — K) . 

2 • ■ ■ mummst wsip^iifii**. it 

3 ■ ■ -SW (y^E'J. pytafa, &3lP?M*a 

4 ■ ■ ■ -=L— 9V >^7i-X, 

5 ■ ■ ■ sn^ii^ias (atoms, 
«) . 

mn ■ ■ -&na«*H (^o>p-k^j&) , 

EBS ■ ■ - «T-IBfr-9— /\\ 

1 1 • ■ -afiff k«l py»»* 

JR) s 

i 2 - ■ ■ f»m» (Wffia*«s^s. a#*»*3ESf^- 
13 - ■ ■ -x-^k-x (t?afft»m 

BS ■ ■ ■ IBfTvXfA, 
R A ■ ■ ■ *flM5U— 
CA - - ■ BKJB-y— A. 
DS - • "f^f^ h'J^-A, 
I N ET - ■ ■ -f K 
VM ■ ■ ■ SH]jK3EttL 

vs ■ - ■ SSiJ£5E#W— /\\ 
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S?SW-/ 1 EBS SeTS^-SMC 
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5fSW-/ 1 EBS tfgfgUcBl 
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ssE^-y— /\ ca cj^rMwawc 
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*?fflft ID 
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7V\VKfi-K ID 
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«m ms tf3i&izw?mm-/\' ebs t 
mm 
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it-A- ebs tmmr*Bmm 
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Ti^vh"a-K©WMaa>wwi ms 

*«!C*?fflf7tt-/V EBS fc7$te2U£ 
AUi-WDJBRliK 
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CHI ] 



[02] 




[04] 



m 




SH9 


1 




WA'Ua-fcafjUfc^JReiJ-A* 
EBS SaS!jTS/c6?KOa»iW« 


2 






3 


IHliWfAiJaHl 


MS WJ8«HC*^tTtt-/r EBS 
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UIM ZttB^A'Un-ffi 


&lfflft MS tfMMCVHKIMl' EBS 


5 




—a* ebs ic^rstTisn/cB^rw^ 
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7 


UIM (OAl/Vh*?/\"Ui- 




& 




±E»» 6 St/ 7 MHPMUi-M » 
fitrtr-y\" EBS tf^*TUWi£rC*?l8 

&*-a* ebs tfti^v&Bmm 


9 




MS OWftlCS^SBfrtJ-A* EBS 

tyo^7\jm^em^c(r> uim £> 

■7/ViXL-WOJMIU 



iC 



6 









'"J 










4 




5 




1 
















n-tr 




ffit*tt 




UIM 
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r-«5 


S2S 


i 




^sdtai ms tfaiw«T-*cMU 


2 




&w>m ms tfixmuzmmttm^ 
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«^Sfrtt-/v ebs cj^mrane 
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«H»frtJ-A* EBS 


5 




SUB CA icJ:or 3«EEE18«±IC 


6 


a-tr id 




7 




UIM1 RtfllTOSrtroW/^Ja- 
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[Us] 



[19] 



TBn& 






1 


ID 




2 




ItWIBQ' UIMI Ck>©77»> lr\ -1 r /J 


3 




tr |<i l» «i -r f = .J .IMlQlUWlLl 


4 


V-nBflvS SGN1 


EBSZXtt^S*?»S 


5 




IVI>-> W JQCm.ll— J JOT IJ ' < 


6 


UIMC0*?/\ # 'Ja-S 


*$»« ms tf*&ic*?fflw-A- 

EBS t7^US^f:25^5.UIM1 


7 




uimi pgo*^/\' i J^-«i^E»Tsn7c 

B&ST.W^fiCT-A* EBS IC^T^t 


8 


W?SSf7S« SGN2 


±sa* i~a srj 5-7 oD^sicat 
miv-i \" ebs atw^rswHK 


9 


ybl^M^A'Dn-S 


mm uimi rt©reA\jnHBM 


10 




i^ffim ms tfSfco:«?mw-A" 

EBS t7St2;*L/cB^Jb\6Si££r<E 
UIM1 aWVVUa-^JMMS 



* 






1 






2 






3 






4 






5 







[11 o] 



11 1] 



il 
s 






1 




*yfflfT*J-/v ebs (cior 


2 




W«?5tf-A' EBS ^fa^S 


3 




RCA ca (c<fc^rfcStiraS± 


4 




TIAV Kfc-K PC ^©W? 
A^Ja-lOWSfll*! 



MS 



[mi si 

EBS 



S5T:*ytz-SJ 

£!^(Sa17) Sa16 



DS 



Sa13 
(Sa14) 

1S*g&MffT (Sa15) 



9 
S 






i 




w^nvi-z&fjUcBTimv-tv ebs s 


2 




t?BW UIM1 T^ao'U'vVKa-K PC 


3 




PC ^^5£<5^»9JflH8 


4 


W^Sg^SS SGN3 


±SSffi» 1~3 oy£xtfi&&A,-&nzi\ts:i\ 
cts^aT^m^tcw^w-zv EBS 


5 




K*-K PC WRFi^«C0^»J«l MS 

mmzm^-tem-n' ebs w^wum** 
icascj^r'jAVK^-Kpcicisw^n-ctis 

«?AMa-4>3fiH 


6 




±G» 4 orayAUi-aflWyfiett-M' 

ebs ic-t^r jhtt sne«hsi-c«%ans 

BB&flHS 


7 


«HBftg€ SGM4 


±seas i~3 5-7 <a£r;wa*<*A,£n 

EBStftf^UfcWFSS 


8 




TlAVh'^J-K PC ^COWfr^a^/VJ^-ffi 


9 




MS W*^lC«?m^-/ \' EBS t 
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im 1 2] 



[B13] 



BS 

A 



EBS 

A 




DS 



<3> 





RA 




tt-M' 
DS 



CA 



EBS 
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W5l*3BfcL<si) 














S3 
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S4 








S5 






S 

S6 












S7 
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SIO 
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S11 



fcfEU 

S3 
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[H1 6] 
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(Sb11) 
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Sb1 



"7" 
Sb2 



Sb5 



Sb10 



EBS 



(Sb6) 

*?»«««(Sb7) 

/ VJaHWSSafer: (Sb8) 



(So4) 



Sc1 



Sc3 



(Sc2) 
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mi 4] 



[118] 



MS 



§tt(Sa1) 



EBS 



Sa2 



Sa8 



(7>ig^(Sa9) 
tE$g^T{Sa11) 

Sa12 



DS 



Sa3 

r 3 



ltS(Sa5) s ^ 6 



EBS 



<Sd1> 



(Sd6) 
(Sd7) 



s 

Sd2 



Sd5 



SdB 



Sd10 



SJW«!Wr(Sd4) 



mnrarav? (Sds) 



II 9] 



MS ^7 



VM 



vs 




